SB785t KEWebfR55E:

7.1 FRiHE

7.1.1 SSLIBY

T2 ERFE(Security Socket Layer, SSL)IMYEM S (Netscape) AEI T 1996 FRENZLBEMNY. BN BEBERM
THBIMALE, SIRESNEIEREEREEL LIRS, RITZMNEEENEEMNEMETR MEEBRENHEZE , &7 —1
ZEEIEEE.

SSLAIE— Y |, MESSHMELEHMNIE. L EHSSLIEFHMY(SSL Handshake Protocol). SSLIEXZZSHRLIMNY
(SSL Change Cipher Spec Protocol)f1SSLZE&:1#i%(SSL Alert Protocol)4Ba%, , TEMEZSSLIZRHY(SSL Record Protocol),
SSLIMYtRRIEEFIAN N E R :

SSL Handshake Protocol SSL Change Cipher Spec Protocol SSL Alert Protocol Application Data Protocol (HTTP)

—_— - -

SSL Record Protocol

TCP

1. SSLigFRi¥
SSLITHEMY B SR AN SRS , ETERR TEFR |



o e e +
/ /1 I\ \
/ /1 [\ \
fococoasssoonossonononnsoo & ocoosscoooosscoosonsosoos L fooosscooosscosooossooooas +
| Fragment 1 | Fragment 2 | Fragment 3 |
Hmm o H e # e +
| -
| /
focooooossoos +
| Compressed |
Hmmmmmmmmean +
| A
| \
focooooossoos Sossooonassos +
| Compressed | MAC |
Hmmmmmmmmean Hommmmmeee +
| |
| |
T +
| Encrypted |
e +
-7 |
/ |
Socssoonossos T +
| SSL Header | Encrypted |
dmmmm e e +

EWEIN FEEIES . SSLIERIMNESIERHTAAR | SRS MNIRRIIA/NRIBIT214=163841 375,
5 . SSLIERMN I DEFERIE MEURERIATESS | FETET e HIMTABRIRE.

SSLICRIMY BN EEBNEIEHITEIHRIAIER(Message Authetication Code, MAC) , BI—MiEZERNHERE | FHEIZHE
INIERSPINEE R EIRRZ 5.

SSLICRIMIIG EFeS R R EIAERS EA— N AR TN,

&/ , SSLICRIMMYIENNEZRZ RIS Z BN IISSLELER.

2. SSLiEFHHY

YSSLEFIHHIIRSSEENREBER , WHBESSLIEFMYH—FRIILLEEXRILR , BREE

. BETIREE
. DUEANERSE
. SUEEEEE
. WSHFESR
. SEHFEXIEHEY

SSLEFEN AEAUEER AT , 88—FRIIZFinSRSHBZANNERRSR , HhEEKERIBE=FREMN

o HERE(T), —FT5
o HEKEL) , =MFH
s BRRAEV), ED—FD

SSLEFHERISHIII T BRI :



1) &Rk
SSLEFHIAEEH RN T ER:

Client Server

Client Hello (0x01)

Server Hello (0x02)

Client Server

EFinEiRSEE KX Client HelloZEERYHR , ERESEIE

o BFUBASHESSLINYNREIRAS
* BEHLED
« SI&ID
« HEFEEMH(Cipher Suite) , BREIE :
o EIARIREIL
o NNEAIESE
o HUREGEEIE

IRSEMNEFiRFTREIEREMPHEERERNERARREL. MENERENESEEERL | AREFimkEServer Hello
RERGHE , HASEE
o EFIRHIRS ARERSHFRISSLINNESIRE S
o 5SEFURIRTAIRENAD
2) BRSSERMIEFI®E SRS
SSLEFHIBRSS =AU AR IR

Client Server

Certificate (0x0B)

Certificate Request (0x0D)

S i

Server Hello Done (0x0E)

Client Server

RS ERMAE FinmRiEC CertificateZRBUATHEE. , MEERE CHEFIES.

RS ERAIE FimRIEServer Key Exchange(BUNGER , SMEEEIPTEEEE XIS,
IRSSE8ME Finm kX Certificate RequestZREANER | BERE i HREEFIES.

RS ERAZ= FimAiXServer Hello Done(BURTIHE. , RIFIHERIETEE , FHXI5EIR,

3) BEFIRIAMEFIfEEA3CIR

SSLIEFHIZE Fumi AERIFSA RN N EIFf7:



Client Server

Certificate (0x0B)

Client Key Exchange (0x10)

Certificate Verify (OxOF)

................................ >

Client Server

KRB S5 28 Server Hello DoneXBIGHESE | BFIRESCRIERSENHEFIBETSL  SEAIGELIEXNSHERT
17, WMRRSBEKRHTREFIES | BFmEERIRSEERIX Certificate REUIHR , MELRE SHIEFIES.
EFimmARSS s RIXClient Key ExchangeRBUGHER , SR SEHHRIRBEIEE XIS,

EFimmARS s RIX Certificate VerifyZERHTHE. |, IZHEERASEFHESFIERRIINEE RAFARH T HFSE,

4) LRMER

SSLEFAILERM R FEFTR :

Client Server

Change Cipher Spec (0x14)

Finished (0x16)

Change Cipher Spec (0x14)

Finished (0x16)

Client Server

EFimtliRSS#89 BlEXI 75 &1%Change Cipher SpecfIFinishedZREHTHE , SAIXNITSSLIBEFEER TR , WHHEEBESEME
RINEFRININEIANLEE L. BIREEEAERH TR,

3. SSLIEPREESTIRLI MY

SSUEME LMY RBE—MBEEEI | iHE 28 9Change Cipher Spec (0x14) , iEERABRE—NFTH—O0x01, WTE
Fs

ZHE A TEAX T B EE MR RRIETRIIIEIALEE L. SR EEEAMERH TR,
4. SSLEE MY
SSLESXATEEEIEPHIERSF B BN AHE ST RMEE, RIEERNTEEED N

e Warning : —f&$EiR
o Fatal : ImtEiR , SEDKAERE

7.1.2 OpenSSL



OpenSSLER AT 19984 , HBIE2Eric Youngf1Tim HudsonfEFF&AISSLeay , BRIEEHZE1.0.2gkk A, OpenSSLIE{it
T2, REMFIFFESSLIYEEI , THFSSL2.0. SSL3.0LARTSLY 0%t ARA , HERETEFAED ERIBER AL |
ZNUNIX, LinuxfWindowsZ, OpenSSLxZ#FexEANNTRFIAEINZEL. EEREE LS | ERHGSITIENERNIIRM
T N FAREIEO(AP)SIE XA,

1. & OpenSSL

fEUbuntu_EZ2E0penSSLIEFE AR -

$ sudo apt-get install libssl-dev

2. OpenSSL#S
1) genrsaFip$

genrsaFapn<CFATAERRSARATH , HapiEAWT ¢

openssl genrsa [-out filename][-passout arg][-des][-des3]
[-idea][-f4][-3][-rand file(s)][numbits]

1EIR ax
-out filename EFABREES | BASIRERH
-passout arg WO
-des/-des3/-idea FIXIFASBRONNEZSE | NMEENAINE
-f4/-3 ERATRH
-rand file(s) BEMNFPF 3214
numbits TREY , FRE20481

2) reqFmp$

reqFan< AT BTN IREFIE R Bi5(Cerificate Signing Request, CSR) , HapSiEEINT ¢

openssl req [-in filename][-inform DER|PEM][-out filename][-outform DER|PEM]
[-text][-noout][-verify][-modulus][-new][-config filename]
[-rand file(s)][-newkey rsa:bits][-newkey dsa:file][-keyout filename]
[-key filename][-keyform DER|PEM][-x509][-days n]

EIR =3
-in filename BANBFEBRESF | (NEFKEER-newkl-newkeyEIET B
-inform DER|PEM ENEFIEPBERERT , DEREEANSIFIDERFMERRT, , PEMNI/IBaseb44miBHE=t
-out filename BB RIS
-outform DER|PEM EHEFIEBERIBER
-text AR HATENSIFIE B RIS
-noout AATENEFUE B ERIBRISARA
-verify AR ERIENSFES
-modulus FTENE IR BB A TEIEES

-new AR B RIS



IR BRI

BEATL T 3214

EIRTAE R EIFIE B ERIEFIRSATASH , S HUEETARKE
EIRTAE R B ERIEFNIDSATASH , HSEUEIRSHt

-config filename
-rand file(s)
-newkey rsa:bits

-newkey dsa:file

-keyout filename HHRATESUY

-key filename BNFATESUH

-keyform DER|PEM EINFATEAEL

-x509 fiHix509451

-days n WNER{ERE T -x5091EIR |, IERECALRE=ATIEPAIEERREL . FIA30K
3) x509F &S

x509F i AT ETRMFIERHANS., FIRHAIEBRIEI. (FCSREZSE , HHiBENT ¢

openssl x509 [-in filename][-inform DER|PEM|NET][-out filename][-outform DER|PEM|NET]
[-md2/-md5/-shal/-mdc2][-text][-noout][-modulus][-serial][-issuer]
[-subject][-hash][-nameopt option][-email][-startdate][-enddate][-dates]
[-fingerprint][-C][-trustout][-setalias arg][-alias][-clrtrust][-purpose]

1EIR ax
-in filename BNEEAEBG
-inform DER|PEM|NET ENEAIERIER
-out filename TR
-outform DER|PEM|NET i HH IR

-md2/-md5/-sha1/-mdc2 eHEEL  EAMDS

-text LA AT ENEIE B
-noout FHTEPEIEPBIRASARA
-modulus FIEDEIRIE BRI NSRS
-serial FTENEFIEBRIFSIS

-issuer FIENEFEBMRES

-subject FIENHEBIFEER

-hash A BRHEESNEHE
-nameopt option EFERZFRIEI

-email FIEMEBERiBEAIBFHETE
-startdate FTENEFIEBAEZET )

-enddate FTENES=AUE PR HARTE)

-dates FTEDEIRIE B AN 2 AR 8]
-fingerprint FTENDERIEHEIEBAIDERKRA
-C LICIESRBRIEFTENER



-trustout FIEDAI{EE=IE B

-setalias arg REHFIERSIE

-alias FTENEIEBEIE

-clrtrust BEREFEBIIIRFRRTE X FRIEAITFIINS
-purpose FIENEAIE BN X F AR IFE LIRS

7.1.3 BIOLHS

BIOZOpenSSLAEENIEIELEN , HIFFASEEHIREIRE/ORIEMTS , TICREXIHANERFBAN , FRETERF
BAIARIE | FAJLUEITBIOXKERINIS KT, BEIBIOGH , NAEEFILITEEESEIISSLER. INEBEUNMHHES

FINaL.
BIOZ> JoimFt

e Source/SInkEYBIO : KFEEEE/EH , A134BIOFIERE=FBIO
o FilterBIBIO : IBEUBM—BIOEBEEIZ—1BIO , EEBANIIE P p R I ERAIINGRSS

WTEF :

File —— Source BIO —Ciphertext— Filter BIO —Plaintext—> User Buffer —Plaintext—> Filter BIO ——Ciphertext—> Sink BIO — Socket

1. BIOZHY
typedef struct bio_st {
BIO_METHOD * method; [/ TiiEEE
long (* callback)( // [ElE R A
struct bio_st * bio,
int mode,
const char * argp,
int argi,
long argl,
long ret);
char * cb_arg; // TEHASE
int init; /] VIEAERE, 1R EIiE
int shutdown; // CxRMIrE, 1ERCOH<H
int flags;
int retry_reason;
int num;
void “PeErs
struct bio_st * next_bio; // FilterZIBIOM) KN —A~15 s
struct bio_st * prev_bio; // FilterZIBIOM] L—ANH5 5%
int references;
unsigned long num_read; [/ BEBUFEAIEL
unsigned long num_write; /] BANFTH
CRYPTO_EX_DATA ex_data;

}  BIO;

2. B FABIOtHXEE
1BIZBIO_newREATLALIZEBIOITS: -

BIO* BIO new(BIO METHOD* type);



EBIOEHIRIFTEFERS , method JLURZEXER—1NFER , BIRE T BIOMRAIINEE | MizFrRAYENISRE eIEBIOXISRATFT
EtHtypeS . —RIBERT | EBStypeSHRBERBI R N ERNEMREERE , FINHIT IR , BIRElE— AT
EEWTFRIBIORISR :

BIO* membio = BIO_new(BIO_s_mem());

1) Source/SinkB!BIORIE R LT

2k ke
BIO_s_mem HEANTRE  EERNF
BIO_s_fd RN HEARF | ESZU
BIO_s_file HENERA, WERHIITRERR
BIO_s_accept $J%Socket APIiJaccepti®#] , FRHFHESZRBIZEENANERSK
BIO_s_connect $%eSocket APIfJconnectiREy , [AiEfEEAAEEERSK
BIO_s_socket $1%ESocket API , SCEIRMLZEB(S
BIO_s_bio HE—BIOX , BEP—IMEAN , NBIH—NEH
BIO_s_null HETIRE , BAMIEREF  EUSEIEOF

2) FilterB!BIORYE R 2L

<> 1IkE
BIO_f_ssl FIEESSLIMN , IRERIIMY AV BRI E R T INT
BIO_f base64 $4cBase64miEIS , SRIIRED , SEENATARRD
BIO_f_cipher HRIFE  SAIINE | SEE
BIO_f_md HERETE  BENEERITTERE
BIO_f_buffer HEETXIRE , SARSIBHAERE T —BIO , EEAIEIENRERI—1BIO
BIO_f_null HRTRE , B5TAFE

3. iBigBIO#HTI/ORE
1) BIO_readif#]

int BIO_read(BIO* bio, void* buf, int len);
MbioiEElenFT5EWERbuf, AINREISFMEEAIF L , KBUREI0SK-1 , HixbioiRBLILINEERTTTE , NiRE]-2,
2) BIO_write##{

int BIO write(BIO* bio, const void* buf, int len);
Bbufdhilen=FHEFES Abio, FINREISIFREANNFTHEL , KKUREI0E-1 , HixbioiRBLILINEERTTTE , NiRE]-2,
3) BIO_getsiH&]

int BIO_gets(BIO* bio, char* buf, int size);

MbioERERZ B S size- 1 N FRFNFFAREbUf | ZFRBEUSFHAER. RINRESSMERNFHRASEREFR) , KR
[E108k-1 , FHixbio}RBLMULINAERTITE | NIRE-2,



IR WiHEHERBIOERLRE , SREBEMIEFFS , MAZsizeSEHIBRE,

4) BIO_putsi&#fl

int BIO_puts(BIO* bio, const char* buf);

Boufh A= FRERRNFFFERE A\bio, MINREISLFRENRIFRE(FREREFFY) , KBUREI0EL-1 |, FHixbio)RELHILLIHAEE
BY73i% . WEEE-2,

5) BIO_flush&F#1(%&)

#tdefine BIO_flush(bio) (int)BIO_ctrl(bio, BIO_CTRL_FLUSH, ©, NULL)

BbioNEE N X PREIE—RMELRE L, BIfERATIREEOF NS , TrASES., AIIRE , KBURE0SK-1,

TE | FTEEYIIEEZESource/SinkBBIORNIE SR FIR[EILM(08%-1) , HARKE —ERETEIR , tBrlss(UNEBaIgi A
1*@:52’%)\ , WAFEBIO_should_retry(bio)f9{ER1 , I FRGEEIR.

7.2 ZLilIZ=G

7.21 EBFOpenSSLAIZELWeblRSES
AIEMEHTTPSHISSLTERIBAER F , LIRS WebiRSSEE,

RS EEREBF RUIEBEZMEK , BREDREFFCETHS

H—Y EWebBRFSEEHITNEE , IEINXIHEAD, POSTAIDELETE&SHISZHF.

REVENEFIRUIER , BTREHTTPSIERAERIRS HRERIEA , A LAER—ARAIWebXI RSNt ARS8,

7.2.2 IEFBHE
1. mBThread3

// thread.h
// FThread2t

#pragma once

#include <pthread.h>

/] ZFE
class Thread {
public:

/1 TR AL

virtual ~Thread(void) {}

/1] AR
int start(void);

private:
/] BFEALE

virtual void* run(void) = 0;

/] BFELTE

static void* run(void* arg);

pthread_t tid; // ZFEHsiH
s

2. SCIThread3



// thread.cpp
// EBiThreadk

#include <string.h>
#include <iostream>
using namespace std;

#include "thread.h"

/1] JBEE%AE
int Thread::start(void) {
/] WEERESERE
pthread_attr_t attr;
pthread_attr_init(&attr);
pthread_attr_setdetachstate(&attr, PTHREAD_CREATE_DETACHED);

// BIEZAE

int error = pthread_create(&tid, &attr, run, this);

if (error) {
cerr << "pthread_create: << strerror(error) << endl;
pthread_attr_destroy(&attr);
return -1;

pthread_attr_destroy(&attr);
return 0;

[/ EFEERE
void* Thread::run(void* arg) {
return static_cast<Thread*>(arg)->run();

3. F=BAClientThread3



// clientthread.h
// FHClientThreadZ

#pragma once

#include <stdint.h>
#include <openssl/ssl.h>
#include <map>

using namespace std;

#include "thread.h"

VY- k-
class ClientThread : public Thread {
public:
// MR
ClientThread(int sockfd, SSL_CTX* ctx, const string& root);
[/ Mt eR
~ClientThread(void);

private:
// T3k
typedef enum tag_Method {
EMETHOD_HEAD,
EMETHOD_GET
}  EMETHOD;

// WG/ 0%

int initChain(void);

// FEWERE

int recvReq(void);

[/ SHTIERA

int analyzeReq(void);

/1 RAEME Rk

int sendHeader(void) const;
/] I S A

int sendBody(void) const;

// BFRALEE
void* run(void);

static const size_t REQSIZE; /] ERE
static const size_t HEADERSIZE; // M k2 ifi[X K/
static const size_t BODYSIZE; // WANARZEMHX K/

int sockfd; // BT SCHRMRT
SSL_CTX* ctx; /] ETX

SSL* ssl; // SSLX %

BIO* bufbio; // ZH'IXBIO
char* req; // VEREGEMIX
EMETHOD method; // il

string uri; /] Gi— B IER AL
bool alive; // {RiFZER:
map<string, string> mime;  // S
char* header; // ZZE X
uint8 t* body;  // WARLARZEMIX

1

4. SCIClientThread



// clientthread.cpp
// SEPlClientThreadZ

#include
#include
#include
#include
#include
#include
#include
#include

<unistd.h>
<fcntl.h>
<sys/stat.h>
<sys/syscall.h>
<string.h>
<openssl/ssl.h>
<openssl/err.h>
<iostream>

using namespace std;

#include

const size_t ClientThread::REQSIZE

"clientthread.h"

4096; // iHRMEMX KA

const size t ClientThread::HEADERSIZE = 2048; // Wi kZz X K/
const size_t ClientThread::BODYSIZE = 2048; // Wi ARG X K/
// iR AL

ClientThread::ClientThread(int sockfd, SSL_CTX* ctx,
const string& root) : sockfd(sockfd), ctx(ctx), ssL(NULL),
req(new char[REQSIZE]), uri(root), alive(false),
header(new char[HEADERSIZE]), body(new uint8_ t[BODYSIZE]) {
/1 WIRH A B ST

mime["."] = "application/x-";

mime[".*"] = "application/octet-stream";
mime[".001"] = "application/x-001";
mime[".301"] = "application/x-301";
mime[".323"] = "text/h323";

mime[".906"] = "application/x-906";
mime[".907"] = "drawing/9e7";

mime[".acp"] = "audio/x-mei-aac";

mime[".ai" = "application/postscript”;
mime[".aif"] = "audio/aiff";

mime[".aifc"] = "audio/aiff";

mime[".aiff"] = "audio/aiff";

mime[".al11"] = "application/x-all";
mime[".anv" = "application/x-anv";
mime[".apk"] = "application/vnd.android.package-archive";
mime[".asa" = "text/asa";

mime[".asf"] = "video/x-ms-asf";
mime[".asp"] = "text/asp";

mime[".asx" = "video/x-ms-asf";

mime[".au" = "audio/basic";

mime[".avi" = "video/avi";

mime[".awf"] = "application/vnd.adobe.workflow";
mime[".biz"] = "text/xml";

mime[".bmp"] = "application/x-bmp";
mime[".bot"] = "application/x-bot";
mime[".c4t"] = "application/x-c4t";
mime[".c90"] = "application/x-c90";
mime[".cal"] = "application/x-cals";
mime[".cat"] = "application/vnd.ms-pki.seccat"”;
mime[".cdf"] = "application/x-netcdf";
mime[".cdr"] = "application/x-cdr";
mime[".cel"] = "application/x-cel";
mime[".cer" = "application/x-x509-ca-cert"”;
mime[".cg4"] = "application/x-g4";
mime[".cgm"] = "application/x-cgm";
mime[".cit"] = "application/x-cit";
mime[".class"] = "java/*";

mime[".cml"] = "text/xml";

mime[".cmp"] = "application/x-cmp";
mime[".cmx" = "application/x-cmx";
mime[".cot"] = "application/x-cot";
mime[".crl"] = "application/pkix-crl";
mime[".crt"] = "application/x-x509-ca-cert"”;

mime[".csi" = "application/x-csi";



mime[".css"] = "text/css";

mime[".cut"] = "application/x-cut";
mime[".dbf"] = "application/x-dbf";
mime[".dbm"] = "application/x-dbm";
mime[".dbx"] = "application/x-dbx";
mime[".dcd"] = "text/xml";

mime[".dcx"] = "application/x-dcx";
mime[".der"] = "application/x-x509-ca-cert"”;
mime[".dgn"] = "application/x-dgn";
mime[".dib"] = "application/x-dib";
mime[".d11"] = "application/x-msdownload";
mime[".doc"] = "application/msword";
mime[".dot"] = "application/msword";
mime[".drw"] = "application/x-drw";
mime[".dtd"] = "text/xml";

mime[".dwf"] = "application/x-dwf";
mime[".dwg"] = "application/x-dwg";
mime[".dxb"] = "application/x-dxb";
mime[".dxf"] = "application/x-dxf";
mime[".edn"] = "application/vnd.adobe.edn";
mime[".emf"] = "application/x-emf";
mime[".eml"] = "message/rfc822";
mime[".ent"] = "text/xml";

mime[".epi"] = "application/x-epi";
mime[".eps"] = "application/x-ps";
mime[".eps"] = "application/postscript”;
mime[".etd"] = "application/x-ebx";
mime[".exe" = "application/x-msdownload";
mime[".fax"] = "image/fax";

mime[".fdf"] = "application/vnd.fdf";
mime[".fif"] = "application/fractals";
mime[".fo"] = "text/xml";

mime[".frm"] = "application/x-frm";
mime[".g4"] = "application/x-g4";
mime[".gbr"] = "application/x-gbr";
mime[".gif"] = "image/gif";

mime[".gl2"] = "application/x-gl2";
mime[".gp4"] = "application/x-gp4";
mime[".hgl"] = "application/x-hgl";
mime[".hmr"] = "application/x-hmr";
mime[".hpg"] = "application/x-hpgl";
mime[".hpl"] = "application/x-hpl";
mime[".hgx"] = "application/mac-binhex40";
mime[".hrf"] = "application/x-hrf";
mime[".hta"] = "application/hta";
mime[".htc"] = "text/x-component";
mime[".htm"] = "text/html";

mime[".html"] = "text/html";

mime[".htt"] = "text/webviewhtml";
mime[".htx"] = "text/html";

mime[".icb"] = "application/x-icb";
mime[".ico" = "image/x-icon";
mime[".iff"] = "application/x-iff";
mime[".ig4"] = "application/x-g4";
mime[".igs"] = "application/x-igs";
mime[".iii" = "application/x-iphone";
mime[".img"] = "application/x-img";
mime[".ins" = "application/x-internet-signup"”;
mime[".ipa"] = "application/vnd.iphone";
mime[".isp"] = "application/x-internet-signup";
mime[".IVF"] = "video/x-ivf";
mime[".java"] = "java/*";

mime[".jfif"] = "image/jpeg";

mime[".jpe"] = "image/jpeg";

mime[".jpeg"] = "image/jpeg";

mime[".jpg"] = "image/jpeg";

mime[".js"] = "application/x-javascript";
mime[".jsp"] = "text/html";

mime[".1lal"] = "audio/x-liquid-file";

mime[".lar"] = "application/x-laplayer-reg";



mime[".latex"] = "application/x-latex";

mime[".lavs"] = "audio/x-liquid-secure";
mime[".1lbm"] = "application/x-1lbm";
mime[".1lmsff"] = "audio/x-la-1ms";

mime[".1s"] = "application/x-javascript";
mime[".1ltr"] = "application/x-1ltr";
mime[".mlv"] = "video/x-mpeg";

mime[".m2v"] = "video/x-mpeg";

mime[".m3u"] = "audio/mpegurl”;

mime[".mde"] = "video/mpegd";

mime[".mac" = "application/x-mac";
mime[".man" = "application/x-troff-man";
mime[".math"] = "text/xml";

mime[".mdb" ] = "application/msaccess";
mime[".mfp"] = "application/x-shockwave-flash";
mime[".mht"] = "message/rfc822";
mime[".mhtml"] = "message/rfc822";

mime[".mi" = "application/x-mi";
mime[".mid"] = "audio/mid";

mime[".midi"] = "audio/mid";

mime[".mil"] = "application/x-mil";
mime[".mml"] = "text/xml";

mime[".mnd"] = "audio/x-musicnet-download";
mime[".mns" = "audio/x-musicnet-stream";
mime[".mocha"] = "application/x-javascript";
mime[".movie" = "video/x-sgi-movie";
mime[".mp1l"] = "audio/mpl";

mime[".mp2"] = "audio/mp2";

mime[".mp2v"] = "video/mpeg";

mime[".mp3"] = "audio/mp3";

mime[".mp4"] = "video/mpeg4";

mime[".mpa"] = "video/x-mpg";

mime[".mpd"] = "application/vnd.ms-project"”;
mime[".mpe"] = "video/x-mpeg";

mime[".mpeg"] = "video/mpg";

mime[".mpg"] = "video/mpg";

mime[".mpga"] = "audio/rn-mpeg";

mime[".mpp"] = "application/vnd.ms-project"”;
mime[".mps"] = "video/x-mpeg";

mime[".mpt"] = "application/vnd.ms-project”;
mime[".mpv"] = "video/mpg";

mime[".mpv2"] = "video/mpeg";

mime[".mpw" ] = "application/vnd.ms-project"”;
mime[".mpx"] = "application/vnd.ms-project"”;
mime[".mtx"] = "text/xml";

mime[".mxp"] = "application/x-mmxp";
mime[".net"] = "image/pnetvue";

mime[".nrf"] = "application/x-nrf";
mime[".nws" = "message/rfc822";
mime[".odc"] = "text/x-ms-odc";

mime[".out"] = "application/x-out";
mime[".pl0"] = "application/pkcs10";
mime[".p12"] = "application/x-pkcs12";
mime[".p7b"] = "application/x-pkcs7-certificates”;
mime[".p7c"] = "application/pkcs7-mime";
mime[".p7m"] = "application/pkcs7-mime";
mime[".p7r"] = "application/x-pkcs7-certreqresp”;
mime[".p7s"] = "application/pkcs7-signature”;
mime[".pc5"] = "application/x-pc5";
mime[".pci"] = "application/x-pci";
mime[".pcl"] = "application/x-pcl";
mime[".pcx"] = "application/x-pcx";
mime[".pdf"] = "application/pdf";
mime[".pdx"] = "application/vnd.adobe.pdx";
mime[".pfx"] = "application/x-pkcs12";
mime[".pgl"] = "application/x-pgl";
mime[".pic"] = "application/x-pic";
mime[".pko"] = "application/vnd.ms-pki.pko";
mime[".pl"] = "application/x-perl";

mime[".plg"] = "text/html";



mime[".pls"] = "audio/scpls";

mime[".plt"] = "application/x-plt";

mime[".png"] = "image/png";

mime[".pot"] = "application/vnd.ms-powerpoint";
mime[".ppa"] = "application/vnd.ms-powerpoint";
mime[".ppm"] = "application/x-ppm";

mime[".pps"] = "application/vnd.ms-powerpoint";
mime[".ppt"] = "application/vnd.ms-powerpoint";
mime[".ppt"] = "application/x-ppt";

mime[".pr"] = "application/x-pr";

mime[".prf"] = "application/pics-rules”;
mime[".prn"] = "application/x-prn";

mime[".prt"] = "application/x-prt";

mime[".ps"] = "application/x-ps";

mime[".ps"] = "application/postscript";
mime[".ptn"] = "application/x-ptn";

mime[".pwz"] = "application/vnd.ms-powerpoint";
mime[".r3t"] = "text/vnd.rn-realtext3d";
mime[".ra" = "audio/vnd.rn-realaudio”;
mime[".ram" = "audio/x-pn-realaudio";
mime[".ras"] = "application/x-ras";

mime[".rat"] = "application/rat-file";
mime[".rdf"] = "text/xml";

mime[".rec" = "application/vnd.rn-recording";
mime[".red"] = "application/x-red";

mime[".rgb"] = "application/x-rgb";

mime[".rjs"] = "application/vnd.rn-realsystem-rjs";
mime[".rjt"] = "application/vnd.rn-realsystem-rjt";
mime[".rlc"] = "application/x-rlc";

mime[".rle"] = "application/x-rle";

mime[".rm" = "application/vnd.rn-realmedia”;
mime[".rmf"] = "application/vnd.adobe.rmf";
mime[".rmi" = "audio/mid";

mime[".rmj"] = "application/vnd.rn-realsystem-rmj";
mime[".rmm" = "audio/x-pn-realaudio";
mime[".rmp"] = "application/vnd.rn-rn_music_package";
mime[".rms" = "application/vnd.rn-realmedia-secure";
mime[".rmvb"] = "application/vnd.rn-realmedia-vbr";
mime[".rmx" = "application/vnd.rn-realsystem-rmx";
mime[".rnx" = "application/vnd.rn-realplayer";
mime[".rp"] = "image/vnd.rn-realpix";
mime[".rpm"] = "audio/x-pn-realaudio-plugin";
mime[".rsml"] = "application/vnd.rn-rsml";
mime[".rt"] = "text/vnd.rn-realtext";
mime[".rtf"] = "application/msword";

mime[".rtf"] = "application/x-rtf";

mime[".rv" = "video/vnd.rn-realvideo";
mime[".sam" = "application/x-sam";

mime[".sat"] = "application/x-sat";

mime[".sdp"] = "application/sdp";

mime[".sdw"] = "application/x-sdw";

mime[".sis" = "application/vnd.symbian.install";
mime[".sisx" = "application/vnd.symbian.install";
mime[".sit"] = "application/x-stuffit";
mime[".slb"] = "application/x-slb";

mime[".s1d"] = "application/x-sld";

mime[".slk"] = "drawing/x-slk";

mime[".smi" = "application/smil";

mime[".smil"] = "application/smil";

mime[".smk"] = "application/x-smk";

mime[".snd"] = "audio/basic";

mime[".sol"] = "text/plain”;

mime[".sor" = "text/plain”;

mime[".spc"] = "application/x-pkcs7-certificates”;
mime[".spl"] = "application/futuresplash";
mime[".spp"] = "text/xml";

mime[".ssm" = "application/streamingmedia"”;
mime[".sst"] = "application/vnd.ms-pki.certstore”;
mime[".stl"] = "application/vnd.ms-pki.stl";

mime[".stm"] = "text/html";



mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["

mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["

mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["
mime["

.sty"]
.svg"]
Lswf"]
.tdf"]
.tgda"]
.tga"]
Ltift]
Ltifft]
.t1d"]
.top"]
.torrent"]
.tsd"]
Lttt ]
Ltxt"]
.uin"
.uls"]
.vef"]
.vda"]
.vdx"]
.vml"]
-vpg"]
.vsd"]
.vsd"]
mime[".
.vst"]
.vst"]
.vsw"

vss"

.vsx"
Lvix"]
.vxml"]
.wav"
.wax"
.wb1"]
.wb2"]
.wb3"]
.wbmp"]
mime[".
.wk3"]
.wka"]
.wkqg"]
.wks"]
wm"

wiz"

.wma"
.wmd" ]
wmf"]
.wml"]
wmv"
wmx"
.wmz"
.wp6"]
.wpd"]
-wpg"]
.wpl"]
.wgl"]
wri"
wrk™]
wrl"]
.ws"
.ws2"]
.wsc"
.wsdl"]
SwWvx"
.xap"]
.xdp"]
.xdr"]
xfd"]
xfdf"]
.xhtml"]
.x1s"]
.x1s"]

"application/x-sty";

"text/xml";
"application/x-shockwave-flash";
"application/x-tdf";
"application/x-tg4";
"application/x-tga";
"image/tiff";

"image/tiff";

"text/xml";

"drawing/x-top";

= "application/x-bittorrent”;

"text/xml";
"application/font-woff";
"text/plain”;
"application/x-icq";
"text/iuls";
"text/x-vcard";
"application/x-vda";
"application/vnd.visio";
"text/xml";
"application/x-vpegoo5";
"application/vnd.visio";
"application/x-vsd";
"application/vnd.visio";
"application/vnd.visio";
"application/x-vst";
"application/vnd.visio";
"application/vnd.visio";
"application/vnd.visio";
"text/xml";

"audio/wav";
"audio/x-ms-wax";
"application/x-wb1";
"application/x-wb2";
"application/x-wb3";
"image/vnd.wap.wbmp";
"application/msword";
"application/x-wk3";
"application/x-wk4";
"application/x-wkq";
"application/x-wks";
"video/x-ms-wm";
"audio/x-ms-wma";
"application/x-ms-wmd";
"application/x-wmf";
"text/vnd.wap.wml";
"video/x-ms-wmv";
"video/x-ms-wmx";
"application/x-ms-wmz";
"application/x-wp6";
"application/x-wpd";
"application/x-wpg";
"application/vnd.ms-wpl";
"application/x-wql";
"application/x-wri";
"application/x-wrk";
"application/x-wrl";
"application/x-ws";
"application/x-ws";
"text/scriptlet”;
"text/xml";
"video/x-ms-wvx";
"application/x-silverlight-app";
"application/vnd.adobe.xdp";
"text/xml";
"application/vnd.adobe.xfd";
"application/vnd.adobe.xfdf";
"text/html";
"application/vnd.ms-excel";
"application/x-x1s";



mime[".x1w"]
mime[".xml"]
mime[".xpl"]
mime[".xq"]
mime[".xql"]
mime[".xquery"]
mime[".xsd"]
mime[".xs1"]
mime[".xs1t"]
mime[".xwd"]
mime[".x_b"]
mime[".x_t"]

/1 By

"application/x-x1lw"
"text/xml";
"audio/scpls";
"text/xml";
"text/xml";
"text/xml";
"text/xml";
"text/xml";
"text/xml";

"application/x-xwd";

"application/x-x_b"

"application/x-x_t";

ClientThread: :~ClientThread(void) {

delete[] body;
delete[] header;
delete[] req;

if (ssl) {

SSL_shutdown(ssl);

SSL_free(ssl);

close(sockfd);

/] VIgALT /Ot

int ClientThread::initChain(void) {

cout << "Initializing I/O chain ...
//

/] +-------- B R + +----- +
// | Socket |-| Socket BIO |-| SSL
/] +-------- L e + 4----- +
//

// BIEEHETBIO

3

3
3

3

" << endl;

BIO* sockbio = BIO new_socket(sockfd, BIO_NOCLOSE);

if (! sockbio) {

ERR_print_errors_fp(stderr);

return -1;

// BISSLYS %

if (! (ssl = SSL_new(ctx))) {
ERR_print_errors_fp(stderr);

return -1;

/] KSSLA GOER| B 7BIO
SSL_set_bio(ssl, sockbio, sockbio);

/] ERER )

if (SSL_accept(ssl) != 1) {
ERR_print_errors_fp(stderr);

return -1;
}
//
/] 4-------- + oo + +----- e i
// | Socket |-| Socket BIO |-| SSL |-| SSL BIO |-| BUFFER BIO |
/] +-------- B R + +----- + H-mmmmmm b mmmmm o
//

// BlESSLEMYBIO

BIO* sslbio = BIO_new(BIO_f_ssl());

if (! sslbio) {

ERR_print_errors_fp(stderr);

return -1;

// HSSLYMYBIOMES|SSL % I



if (BIO_set_ssl(sslbio, ssl, BIO_CLOSE) != 1) {
ERR_print_errors_fp(stderr);
return -1;

// QIR HIXBIO

if (! (bufbio = BIO_new(BIO_f_buffer()))) {
ERR_print_errors_fp(stderr);
return -1;

// FaGEh X BIO# FISSLYMUBIO
BIO push(bufbio, sslbio);

cout << "Initializing I/O chain OK!" << endl;
return 0;

[/ FEWOE R
int ClientThread::recvReq(void) {
cout << "Receiving request ...

<< endl;
size_t reqlen = 0;

for (55) {
char buf[1024];

int len = BIO_gets(bufbio, buf, sizeof(buf) - 1);

if (! len) {
cerr << "Connection break" << endl;
return -1;

}

if (SSL_get_error(ssl, len) != SSL_ERROR_NONE) {

ERR_print_errors_fp(stderr);
return -1;

memcpy(req + reqlen, buf, len);
reqlen += len;

if (! strcmp(buf, "\r\n") || ! strcmp(buf, "\n"))

break;

req[reqlen] = '\0';
(o] B R e eSS e
cout << req;

Qe <R Tocococcoscoocooooooocooooncoooooooooocooo

cout << "Receiving request OK!" << endl;
return 0;

/1 SHERAE
int ClientThread::analyzeReq(void) {
/7 EARFEEK. ..
if (strstr(req, "..")) {
cerr << "Bad request" << endl;
return -1;

/1 SRWTIE

const char* delimiters = " \n";

char* token = strtok(req, delimiters);

if (! strcmp(token, "HEAD")) // HEADJi%
method = EMETHOD_HEAD;

else if (! strcmp(token, "GET")) // GETJjik
method = EMETHOD_GET;

else {



cerr << "Not implemented" << endl;
return -1;

}

cout << "Method: " << method << endl;

// RELGE— BIRAR RS
if ((token = strtok(NULL, delimiters)) != NULL)
if (strlen(token) > 1)
uri += token;

else
uri += "/index.html";
else {
cerr << "Bad request" << endl;
return -1;
}
cout << "URI: " << uri << endl;

/1 RIS R
token += strlen(token) + 1;
if ((token = strcasestr(token, "connection:")) != NULL) {
char connection[32];
sscanf(token, "%*s%s", connection);
if (! strcasecmp(connection, "keep-alive"))
alive = true;
¥

cout << "Keep Alive:

<< alive << endl;

return 0;

/1 RIAEWA RSk

int ClientThread: :sendHeader(void) const {
cout << "Sending response header ..." << endl;

// L[]

char dt[32];

time_t t = time(NULL);

strftime(dt, sizeof(dt), "%a, %d %b %Y %T GMT", gmtime(&t));

/] AR
string postfix;
string::size_type loc = uri.rfind('.");
if (loc != string::npos)
postfix = uri.substr(loc);
map<string, string>::const_iterator it = mime.find(postfix);
if (it == mime.end()) {
cerr << "Invalid filename postfix" << endl;
return -1;

/] NEKE
struct stat st;

if (stat(uri.c_str(), &st) == -1) {
perror(“"stat");
return -1;

}

// KA Rk

sprintf(header,
"HTTP/1.1 200 OK\r\n"
"Date: %s\r\n"
"Server: SecWebServer 1.0\r\n"
"Content-Type: %s\r\n"
"Content-Length: %1d\r\n\r\n",
dt, it->second.c_str(), st.st_size);

CoUt << Mmmmmmm e " << endl;
cout << header;
COUt << Mmmmmmmmmmmmo e " << endl;

int len = BIO write(bufbio, header, strlen(header));



if (SSL_get_error(ssl, len) != SSL_ERROR_NONE) {
ERR_print_errors_fp(stderr);
return -1;

if (BIO_flush(bufbio) != 1) {
ERR_print_errors_fp(stderr);
return -1;

cout << "Sending response header OK!" << endl;
return 0;

/] RAEIE R AR
int ClientThread: :sendBody(void) const {

cout << "Sending response body ..." << endl;

/1 ATIFCAE
int fd = open(uri.c_str(), O_RDONLY);
if (fd == -1) {

perror("open");

return -1;

¥
for (55) {
ssize_t len = read(fd, body, BODYSIZE);
if (len == -1) {
perror("read");
close(fd);
return -1;
b
if (! len)
break;
len = BIO _write(bufbio, body, len);
if (SSL_get_error(ssl, len) != SSL_ERROR_NONE) {
ERR_print_errors_fp(stderr);
close(fd);
return -1;
b
if (BIO_flush(bufbio) != 1) {
ERR_print_errors_fp(stderr);
close(fd);
return -1;
¥
¥
close(fd);

cout << "Sending response body OK!" << endl;
return 0;

/] EFEALEE
void* ClientThread::run(void) {
cout << "Client thread #" << syscall(SYS_gettid) << " ..." << endl;

// WIIRLT/ 0%k
if (initChain()
goto escape;

= -1)

do {
[/ BHEERE
if (recvReq() == -1)
goto escape;

/] GririE ke



if (analyzeReq() == -1)
goto escape;

[/ RIEME R Sk
if (sendHeader() == -1)
goto escape;

if (method == EMETHOD_GET)
/] RIEW AR
if (sendBody() == -1)
goto escape;
} while (alive);

cout << "Client thread #" << syscall(SYS_gettid) << " OK!" << endl;

escape:
delete this;
return NULL;

5. /mBgSecWebServer3

// secwebserver.h
// FHHSecWebServer3$

#pragma once

#include <openssl/ssl.h>
#include <string>
using namespace std;

/] ‘w4 WebR% 7
class SecWebServer {
public:
// HE& R %L
SecWebServer(const char* port, const char* root);
/] Mk ey
~SechWebServer(void);

// Bi7
int run(void);

private:
// RS [E]
static int passwordCallback(char *buf, int size, int rwflag,
void* userdata);

// WA BT SC

int initCtx(void);

[/ INEE RS 5

int loadDhParams(void) const;

/] WIiEfeERT

int initSocket(void);

/] FERE IR R R
int acceptClient(void) const;

const string port; // s
const string root; // HlH:
SSL_CTX* ctx; // EFX
int sockls; // ERF I HIRAT

b

6. SCINSecWebServer3



// secwebserver.cpp
// SEPlSecWebServerZ

#include <unistd.h>
#include <sys/socket.h>
#include <netinet/in.h>
#include <arpa/inet.h>
#include <string.h>
#include <openssl/err.h>
#include <iostream>
using namespace std;

#include "secwebserver.h"
#include "clientthread.h"

/] HE R
SecWebServer: :SecWebServer(const char* port, const char* root) :
port(port), root(root), ctx(NULL), sockls(-1) {}

/1 HikaEEs
SecWebServer: :~SechWebServer(void) {
/] KRBT

if (sockls != -1)
close(sockls);
// B TR
if (ctx)
SSL_CTX_free(ctx);
}
/] BAT

int SecWebServer::run(void) {
// WIEEA ETR S
if (initCtx() == -1)
return -1;

/] IEERR S
if (loadDhParams() == -1)
return -1;

11 Vel
if (initSocket() == -1)
return -1;

/1 SERR IR SR P i R

if (acceptClient() == -1)
return -1;
return 0;
¥
// TS [

int SecWebServer::passwordCallback(char *buf, int size, int rwflag,
void* userdata) {
const char* password = "qgahome";
int len = strlen(password);

if(size < len + 1)
return(0);

strcpy(buf, password);
return len;

// ¥iEat £
int SecWebServer::initCtx(void) {
cout << "Initializing SSL context ...

<< endl;

// WlUE{kopensSL



SSL_library_init();

/] QLT
ctx = SSL_CTX_new(SSLv23_method());

[/ BB G [ bR A
SSL_CTX_set_default_passwd_cb(ctx, passwordCallback);
//

// root_cer.pem

[/ 4=----mmmeeem - +

// | CA CERTIFICATE | root_key.pem

1) || ===ssmsessmes | Homemcssssssmsaes +
// | CA PUBLIC KEY | | CA PRIVATE KEY |
// | CA INFORMATION | 4---------------- +
// | CA SIGNATURE |

[/ F---mmmm e e +

//

// root_key.pem -+

// Y +-> root_cer.pem

// root_req.csr -+

//

// openssl genrsa -out root_key.pem 1024

// openssl req -new -out root_req.csr -key root_key.pem
// openssl x509 -req -in root_req.csr -out root_cer.pem
// -signkey root_key.pem -days 3650

//

/] MESAGAERICAIE T

if (SSL_CTX load_verify locations(

ctx, "../pems/root_cer.pem", NULL) != 1) {
ERR_print_errors_fp(stderr);
return -1;

}

//

// openssl genrsa -out server_key.pem 1024

//

/7 IMEAEH A

if (SSL_CTX_ use_PrivateKey file(
ctx, "../pems/server_key.pem", SSL_FILETYPE_PEM) != 1) {
ERR_print_errors_fp(stderr);

return -1;
}
//
// server_cer.pem
[/ - +
// | MY CERTIFICATE | server_key.pem
7] || s==messcssasas | foscssssssscassss +
// | MY PUBLIC KEY | | MY PRIVATE KEY |
// | MY INFORMATION | 4---------------- +
// | MY SIGNATURE |
// | CA INFORMATION |
// | CA SIGNATURE |
[/ 4= +
//
// server_key.pem -+ +- root_key.pem
// \% +-> server_cer.pem <-+
// server_req.csr -+ +- root_cer.pem
//

// openssl req -new -out server_req.csr -key server_key.pem
// openssl x509 -req -in server_req.csr -out server_cer.pem

// -signkey server_key.pem -days 3650
// -CA root_cer.pem -CAkey root_key.pem -CAcreateserial
//

// 8 E BT A IRAE A5 SO A
if(SSL_CTX_use_certificate_chain_file(
ctx, "../pems/server_cer.pem") != 1) {
ERR_print_errors_fp(stderr);
return -1;

cout << "Initializing SSL context OK!" << endl;



return 0;

/] INEE A S5
int SecWebServer::loadDhParams(void) const {

cout << "Loading key exchange parameters ...

//
// openssl dhparam -out dh1024.pem 1024
//

" << endl;

BIO* bio = BIO new_file("../pems/dh1024.pem", "r");

if (! bio) {
ERR_print_errors_fp(stderr);
return -1;

DH* dh = PEM_read_bio_DHparams(bio, NULL,
BIO free(bio);

if (! dh) {
ERR_print_errors_fp(stderr);
return -1;

¥

if (SSL_CTX_set_tmp_dh(ctx, dh) != 1) {
ERR_print_errors_fp(stderr);
return -1;

NULL, NULL);

cout << "Loading key exchange parameters OK!" << endl;

return 0;

/] Vet &R
int SecWebServer::initSocket(void) {

cout << "Initializing socket ..." << endl;

/] Rl

if ((sockls = socket(PF_INET, SOCK_STREAM,
perror(“socket");
return -1;

[/ RERETE bR
int on = 1;

0)) == -1) {

if (setsockopt(sockls, SOL_SOCKET, SO_REUSEADDR, &on,

sizeof(on)) == -1) {
perror("setsockopt");
return -1;

[/ P E AT ALk A
struct sockaddr_in addr;
socklen_t addrlen = sizeof(addr);
bzero(&addr, addrlen);
addr.sin_family = AF_INET;
addr.sin_port = htons(atoi(port.c_str()));
addr.sin_addr.s_addr = INADDR_ANY;
if (bind(sockls, (struct sockaddr*)&addr,
perror ("bind");
return -1;

/] WEEBETFNHIRE

if (listen(sockls, 1024) == -1) {
perror("listen");
return -1;

cout << "Initializing socket OK!" << endl;
return 0;

addrlen) == -1)



/] SERF IR i
int SecWebServer::acceptClient(void) const {

for (55) {
cout << "Waiting for connection ...

<< endl;

/] EEIBR R PRI RS R
struct sockaddr_in addr;
socklen_t addrlen = sizeof(addr);
int sockfd = accept(sockls, (struct sockaddr*)&addr, &addrlen);
if (sockfd == -1) {
perror("accept");
return -1;

}
cout << "Connect with " << inet_ntoa(addr.sin_addr) << ':' <<
ntohs(addr.sin_port) << endl;
/1 B R
ClientThread* clientThread = new ClientThread(sockfd, ctx, root);
if (clientThread->start() == -1)
delete clientThread;
¥
return 0;

7. MitSecWebServer3

// secwebserver_test.cpp
// WiXSecWebServer3s

#include <stdlib.h>
#include <iostream>
using namespace std;

#include "secwebserver.h"

int main(int argc, char* argv[]) {
const char *port = "8000", *root = "../root";
if (argc > 1)
port = argv[1];
if (argc > 2)
root = argv[2];

v

/] ZAWebflR%5 7%
SeclWebServer server(port, root);
// B4
if (server.run() == -1)
return EXIT_FAILURE;

return EXIT_SUCCESS;

8. MlitSecWebServerZ${3i2 14



PROJ = secwebserver_test

OBJS = secwebserver_test.o secwebserver.o thread.o clientthread.o
CXX = g++

LINK = g++

RM = rm -rf

CFLAGS = -c -g -Wall -I.

LIBS = -1ssl -lcrypto -1lpthread

$(PROJ): $(OBJS)
$(LINK) $~ $(LIBS) -0 $@

.cpp.o:
$(CXX) $(CFLAGS) $~

clean:
$(RM) $(PROJ) $(OBIS)

7.3 ¥ EBIRS

7.3.1 JNIEERis

FENISSLIERER , ERimBERESEKIRSEFIREAIBES , INBES S48 EE. HRESSE—BASERZFIREEIA
UBIEE,

ﬁﬁi%ﬂr]ikiﬂi BIEEFImAIEIRSESHIERT |, RSSRIANEEFiG , WAEHERNGREESIIAELES |, HT—ABAERE
BT |, #ABEEISSLIEE.

TEOpenSSLASCIIMIALE , REERMIAERNEN | REEFIRNANEECAEBERE iR EABEBAE R,
1. IREXE IR AI{E{ECAIES
int SSL_CTX_load_verify_locations(SSL_CTX* ctx, const char* cafile, const char* cadir);
fiign
SSL_CTX_load_verify locations(ctx, "../pems/client_root_cer.pem”, NULL);
2. iENEPIRIEEEERHERE
int SSL_CTX_set_verify_depth(SSL_CTX* ctx, int depth);
fan
SSL_CTX_set_verify_depth(ctx, 1);
3. IREEREFIRRGAMBEBRENE
int SSL_CTX_set_verify(SSL_CTX* ctx, int mode, int (*verify_callback)(int, X509_STORE_CTX*));
fgn

SSL_CTX_set verify(ctx, SSL_VERIFY_PEER | SSL_VERIFY FAIL_IF _NO_PEER_CERT, NULL);
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