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// preprocessor.h
// 7 WPreprocessorZs

#pragma once

#include <string>
#include <vector>
using namespace std;

// TiAbPE S
class Preprocessor {
public:
/] HIEES
Preprocessor(const char* input, const char* output);

// TALFE
int preprocess(void) const;

private:
VYN E S
double encodeProtocol(const string& protocol) const;
// mtE 55K A
double encodeService(const string& service) const;
/] IRARESHRE
double encodeStatus(const string& status) const;
// GRS
double encodeAttack(const string& attack) const;

// HBURFEE
void extractFeatures(const vector<string>& vs,
vector<double>& vd) const;

string input; // A

string output; // HiHi i
¥

2. SEIPreprocessor3é



// prepr

// EHiPreprocessors

#include
#include
#tinclude
#include
using na

#tinclude

ocessor.cpp
4

<stdlib.h>
<fstream>
<iostream>
<iomanip>
mespace std;

"preprocessor.h"

/] W& R

Preprocessor: :Preprocessor(const char* input, const char* output) :

inpu

t(input), output(output) {}

/] TALE

int Prep

rocessor: :preprocess(void) const {

/7 AT

ifst
if (

ream ifs(input.c_str());

I ifs) {

cerr << "Unable to open the file:
return -1;

/7 AT I H S

ofst
if (

ream ofs(output.c_str());

I ofs) {

cerr << "Unable to open the file:
ifs.close();

return -1;

/7 NS IR A 5 7

stri

ng sample;

<< input << endl;

<< output << endl;

for (size_t samples = 0; ifs >> sample; ++samples) {

/1 BEAFEA S AR AT B ) B
vector<string> vs;

/1 FHFSAREAR R R o
string::size_type begin = 0;

for (string::size_type end = sample.find_first_of(",", 9);
end != string::npos; end = sample.find first of(",", begin)) {
vs.push_back(sample.substr(begin, end - begin));

begin = end + 1;

}
vs.push_back(sample.substr(begin));

/] BFERRIFRZEAE N FE4 24N R-IE 745 Hf
if (vs.size() < 42) {

cerr << "Ivdalid data in the file:

ofs.close();
ifs.close();
return -1;

<< input << endl;



/] 7
if (

/] BEAFEA T ALY RO
vector<double> vd;

/] AHBURFAEE
extractFeatures(vs, vd);

/] BFEFBIRZEAE N FE 21 MRFEEE B
if (vd.size() < 21) {
cerr << "Ivdalid data in the file: " << input << endl;
ofs.close();
ifs.close();
return -1;

/1 A FEAR R RS Nt oo

typedef vector<double>::const_iterator CFTR;

for (CFTR ftr = vd.begin(); ftr != vd.end(); ++ftr)
ofs.write ((char*)&*ftr, sizeof(*ftr));

cout << "Sample " << samples + 1 << ": " << vd.back() << endl;

REESTE PN LS

I ifs.eof()) {

cerr << "Unable to read the file:
ofs.close();

ifs.close();

return -1;

<< input << endl;

APSGE N i RS

ofs.
ifs.

retu

close();
close();

rn 0;

/] iR

double P
doub

if (

else
if (

else

if (

retu

reprocessor: :encodeProtocol(const string& protocol) const {
le code = 0;

protocol == "icmp")
code = 1;

protocol == "tcp")
code = 2;

protocol == "udp")
code = 3;

rn code;

/] iSRS RTY



double Preprocessor::encodeService(const string& service) const {
double code = 0;

if (service == "domain u")
code = 1;

else

if (service == "ecr_i"
code = 2;

else

if (service == "eco_i"
code = 3;

else

if (service == "finger")
code = 4;

else

if (service == "ftp_data")
code = 5;

else

if (service == "ftp")
code = 6;

else

if (service == "http")
code = 7;

else

if (service == "hostnames")
code = 8;

else

if (service == "imap4")
code = 9;

else

if (service == "login")
code = 10;

else

if (service == "mtp")
code = 11;

else

if (service == "netstat")
code = 12;

else

if (service == "other")
code = 13;

else

if (service == "private")
code = 14;

else

if (service == "smtp")
code = 15;

else

if (service == "systat")
code = 16;

else

if (service == "telnet")
code = 17;

else

if (service == "time")



code = 18;

else

if (service == "uucp")
code = 19;

return code;
/] IEDIRESFRE

double Preprocessor::encodeStatus(const string& status) const {
double code = 0;

if (status == "REJ")
code = 1;

else

if (status == "RSTO")
code = 2;

else

if (status == "RSTR")
code = 3;

else

if (status == "S@")
code = 4;

else

if (status == "S3")
code = 5;

else

if (status == "SF")
code = 6;

else

if (status == "SH")
code = 7;

return code;

/] G Bt 2R
double Preprocessor::encodeAttack(const string& attack) const {
double code = @; // IE%

if (attack == "smurf." | |
attack == "neptune." | |
attack == "back." | |
attack == "teardrop." ||
attack == "pod." ||
attack == "land.")
code = 1; // EARS LG

else

if (attack == "satan." | |
attack == "ipsweep." | |
attack == "portsweep." | |
attack == "nmap.")
code = 2; // WWMEHRM A&

else
if (attack == "buffer_ overflow." ||



attack == "rootkit." ||
attack == "loadmodule." ||
attack == "perl.")
code = 3; // ARETATEHH P RIRBE

else

if (attack == "ftp_write." |
attack == "guess_passwd." | |
attack == "imap." ||
attack == "multihop." ||
attack == "phf." ||
attack == "spy." ||
attack == "warezclient." | |
attack == "warezmaster.")

code = 4; // AKIENREE

return code;

}

// AHBURIEE
void Preprocessor::extractFeatures(const vector<string>& vs,
vector<double>& vd) const {
/] WhCRA
vd.push_back(encodeProtocol(vs[1]));
/1] MRS KA
vd.push_back(encodeService(vs[2]));
/1 REFRE
vd.push_back(encodeStatus(vs[3]));

/7 VEEH BB
vd.push_back(atof(vs[4].c_str()));
/1 BB ) 755
vd.push_back(atof(vs[5].c_str()));
/] TR
vd.push_back(atof(vs[10].c_str()));
/] 3R G root AR
vd.push_back(atof(vs[13].c_str()));
// FAFroot iR IR EL
vd.push_back(atof(vs[15].c_str()));
// R Llguest B Bt
vd.push_back(atof(vs[21].c_str()));
/7 PIRbEN N EREF — & N IRE
vd.push_back(atof(vs[22].c_str()));
/1 PP P IR R — i I
vd.push_back(atof(vs[23].c_str()));
// REJEEIRIFELE
vd.push_back(atof(vs[26].c_str()));
/7 E B A R A R bR
vd.push_back(atof(vs[28].c_str()));
/7 B A [F] B A
vd.push_back(atof(vs[29].c_str()));
[/ BEHhEAHRE,  H R EAH E] )R R
vd.push_back(atof(vs[32].c_str()));
[/ BRHBEAHRE, B R A E] R R
vd.push_back(atof(vs[33].c_str()));
[/ BHIHBEARRE, B R AN F] R R



vd.push_back(atof(vs[34].c_str()));
// B RHhEARRE], PR A [ R b
vd.push_back(atof(vs[35].c_str()));

// BRI, Hfm DARE, PRk A R R E R LR

vd.push_back(atof(vs[36].c_str()));

// BRyihEARE, H i DAHE, SYNES R B

vd.push_back(atof(vs[38].c_str()));

/] B R
vd.push_back(encodeAttack(vs[41]));

3. MiftPreprocessorz$

// preprocessor_test.cpp
// MiXPreprocessor3s

#tinclude <stdlib.h>
#tinclude <iostream>

using namespace std;

#include "preprocessor.h"

#define TRAINING_INPUT "../data/kddcup.data_10 percent"

#define TRAINING_OUTPUT "../data/training.dat"

#tdefine TESTING_INPUT "../data/corrected”

#define TESTING_OUTPUT "../data/testing.dat"

int main(void) {
/] INGREETRAL &S

Preprocessor training(TRAINING INPUT, TRAINING OUTPUT);

// TALEEYI SR b
if (training.preprocess() == -1)
return EXIT_FAILURE;

COUE KK "ooooooocoooosooscessoosonoccccosos

// DR TFALFE 25

Preprocessor testing(TESTING_INPUT, TESTING_OUTPUT);

// TAbEE AR
if (testing.preprocess() == -1)
return EXIT_FAILURE;

return EXIT_SUCCESS;

4. MliztPreprocessorZEtiE A



# preprocessor_test.mak
# MiRPreprocessorZSHh E il A

PROJ = preprocessor_test

0B3JS = preprocessor_test.o preprocessor.o
CXX = g++

LINK = g++

RM = rm -rf

CFLAGS = -c -g -Wall -I.

$(PROJ): $(OB1S)
$(LINK) $” -0 $@

.cpp.o:
$(CXX) $(CFLAGS) $~

clean:
$(RM) $(PROJ) $(0BIS)

5. mEAKMeans3§



// kmeans.h
// 7P HKMeans2k

#pragma once

#include <vector>
#include <list>
#include <map>
#include <set>
using namespace std;

// K-Means#t&7l
class KMeans {
public:
/] TR
KMeans(size_t features = 0);

/7 &k
int train(const char* filename);
// FTHD

friend ostream& operator<< (ostream& os, const KMeans& model);

// D
int test(const char* filename,
vector<pair<double, double> >& labels) const;

/] IRVEFERE
static vector<vector<size t> > confusionMatrix(
const vector<pair<double, double> >& labels);
/ oA
static vector<vector<double> > classificationReport(

const vector<vector<size t> >& cm);

private:
/] TR
KMeans(size_t level, const list<vector<double>*>& samples);

// BEHLICE S
set<size t> random(size_t lower, size_t upper, size t number) const;
// BRJLHEAREEE
double euclid(const vector<double>& x,
const vector<double>& y) const;
/ R
vector<double> mean(const pair<vector<double>,
list<vector<double>*> >& cluster) const;

[/ IR R RO

void initCenters(void);

/] BRIy

void cluster(void);

/] HEFREHL

bool updateCenters(void);

/] REAARE

double impurity(const pair<vector<double>,



list<vector<double>*> >& cluster) const;

// D
pair<double, double> test(size t index,
const vector<double>& sample) const;

/] BRI
int readTraining(const char* filename);
/7 %k

void train(void);

// BEBUIALE

int readTesting(const char* filename,
list<vector<double> >& testing) const;

// Dk

void test(const list<vector<double> >& testing,
vector<pair<double, double> >& labels) const;

static const double MAXEU; // fiz fcrfulaffi s
static const double MAXCI; // KB A4
static const size t MAXIT; // & RERKE
static const size t MAXLV; // G A Eg)

static const double COVER; // MiRAEETE 5%

size t level; /] B
size t features; // FHIE%L
list<vector<double> > training; // Ig4E
list<vector<double>*> samples; // A%

list<pair<vector<double>,
list<vector<double>*> > > clusters; // %
map<double, KMeans> models; // A

typedef list<vector<double>*>::const_iterator CSAM; // FEAIE/CE:
typedef list<pair<vector<double>,

list<vector<double>*> > >::const_iterator CCLS; // ZEJSikiCas
typedef list<pair<vector<double>,

list<vector<double>*> > >::iterator CLS; // HIERE
typedef map<double, KMeans>::const_iterator CMOD; // FA7UIEfCEE

1

6. SCIlKMeans3



// kmean

S.cpp

// SEIKMeansZs

#include
#include
#include
#include
#include
using na

t#tinclude

const do
const do
const si
const si
const do

<stdlib.h>
<algorithm>
<fstream>
<iostream>
<iomanip>
mespace std;

"kmeans.h"

uble KMeans: :MAXEU
uble KMeans: :MAXCI
ze_t KMeans: :MAXIT
ze_t KMeans: :MAXLV
uble KMeans: :COVER

le-3; // mKHOHEE
le-3; // WRERALLRE
1000; // ‘e RNIERIRE
20; // BKEBEY
0.02; // MREHZX

/] WG RE

KMeans: :KMeans(size t features /* = 0 */)
level(1l), features(features) {}
/7 Nk
int KMeans::train(const char* filename) {
// EHUIZREE
if (readTraining(filename) == -1)
return -1;
/] &
train();
return 0;
}
// FTH!
ostream& operator<< (ostream& os, const KMeans& model) {
string indent;
for (size t i = @; i < model.level - 1; ++i)
indent += " "
for (KMeans::CCLS cls = model.clusters.begin();

retu

cls != model.clusters.end(); ++cls) {

0s << indent << '[' << setw(2) << model.level << "] Cluster
cls->first.back() << ": " << cls->second.size() <<
endl;

KMeans: :CMOD mod = model.models.find(cls->first.back());

if (mod != model.models.end())
0s << mod->second;

rn os;

<<



/7 i

int KMeans::test(const char* filename,
vector<pair<double, double> >& labels) const {

// N LR

list<vector<double> > testing;
if (readTesting(filename, testing) == -1)
return -1;

// M

test(testing, labels);

return 0;

/] RVERERE

vector<vector<size t> > KMeans::confusionMatrix(
const vector<pair<double, double> >& labels) {
/] TREF R AERL
size t dim = 0;
typedef vector<pair<double, double> >::const_iterator CLAB;

for (CLAB la
if (dim
dim
if (dim
dim
}

++dim;

b
<

// EFIREFERE

vector<vector<size t> > cm(dim, vector<size t>(dim));

for (CLAB lab = labels.begin(); lab != labels.end(); ++lab)
++cm[lab->first][lab->second];

return cm;

/1 5%

= labels.begin(); lab != labels.end(); ++lab) {
lab->first)

lab->first;

lab->second)

lab->second;

vector<vector<double> > KMeans::classificationReport(
const vector<vector<size t> >& cm) {

size t dim =

©

m.size();

/1 TREFEREBAT &5 573 7 KA
vector<double> rs(dim), cs(dim);
for (size_t i = 0; i < dim; ++i)
for (size t j = 0; j < dim; ++3j) {
rs[i] += cm[1i][]];
cs[J] += em[i][]];

/1 R R E
vector<vector<double> > cr(dim + 1, vector<double>(3));
for (size t i = 0; i < dim; ++i) {

/] BHEF

cr[i][eo]

cs[i] ? em[i][i] / cs[i] : 1;



// B
cr[i][1] = rs[i] ? em[i][i] / rs[i] : 1;
/] F1{35y
if (er[ilfe] || cr[i][2])
cr[i][2] = 2 * cr[i][e] * cr[i][1] / (cr[i][@] + cr[i][1]);

/1 BMEREE. AFENFLES
for (size t j = 0; j < 3; ++j)
crfdim][j] += cr[i][3];

/] FHERER, A RERMF1F5)
for (size t i =0; i < 3; ++i)
cr[dim][i] /= dim;

return cr;

/1 YA

KMeans: :KMeans(size_t level, const list<vector<double>*>& samples) :
level(level), features(samples.front()->size() - 1),
samples(samples) {
/7 Ik

train();

// BENLICE S

set<size t> KMeans::random(size_t lower, size t upper,
size_t number) const {
srand(time(NULL));
set<size_t> sequence;

while (sequence.size() < number)
sequence.insert(rand() % (upper - lower) + lower);

return sequence;

/] BKJLRAGHEE

double KMeans::euclid(const vector<double>& x,
const vector<double>& y) const {
double d = 0;

for (size_t i = 0; i < features; ++i)
d += (x[1] - y[i]) * (x[1] - y[iD);

return d;

/] BRI
vector<double> KMeans: :mean(const pair<vector<double>,
list<vector<double>*> >& cluster) const {
if (! cluster.second.size())
return cluster.first;



vector<double> m;

for (size_t i = 0; i < features; ++i) {
double s = 9;
for (CSAM sam = cluster.second.begin();
sam != cluster.second.end(); ++sam)
s += (**sam)[i];
m.push_back(s / cluster.second.size());

m.push_back(cluster.first.back());
return m;

/] HIEEA IR L

void KMeans::initCenters(void) {

cout << '"[' << setw(2) << level << "] Initializing centers ...
endl;

<<

/] RS

set<double> labels;

for (CSAM sam = samples.begin(); sam != samples.end(); ++sam)
labels.insert((**sam).back());

// BENLCE S
set<size_t> indices = random(@, samples.size(), labels.size());

/] VIR L
size_t index = ©;
double label = 0;

for (CSAM sam = samples.begin(); sam != samples.end();
++sam, ++index)
if (indices.find(index) != indices.end()) {

clusters.push_back(make_pair(**sam,
list<vector<double>*>()));
clusters.back().first.back() = label++;

cout << '[" << setw(2) << level << "] Initializing centers OK!" <<
endl;

/1 TRy
void KMeans::cluster(void) {
cout << '[' << setw(2) << level << "] Clustering ...

<< endl;

/] WA A
for (CSAM sam = samples.begin(); sam != samples.end(); ++sam) {
CLS nearest = clusters.begin();
double minimum = euclid(**sam, nearest->first);
/] 5&EEPOMEE
for (CLS cls = clusters.begin(); cls != clusters.end(); ++cls)
if (minimum > euclid(**sam, cls->first))
nearest = cls;



/1 BZAEARR o B 5 B A i R L IR R B SR K
nearest->second.push_back(*sam);

}
for (CCLS cls = clusters.begin(); cls != clusters.end(); ++cls)
cout << '"[' << setw(2) << level << "] Cluster " <<
cls->first.back() << ": " << cls->second.size() << endl;

cout << '[' << setw(2) << level << "] Clustering OK!" << endl;

/] FEFRIEHO
bool KMeans::updateCenters(void) {

cout << '[' << setw(2) << level << "] Updating centers ..." << endl;
bool updated = false;
for (CLS cls = clusters.begin(); cls != clusters.end(); ++cls) {

VAR - IR G R
vector<double> center = mean(*cls);
/7 UL 5 HER LA RS
if (euclid(center, cls->first) > MAXEU) {
/1 B LT RO AR D B SR 2 L
cls->first = center;
cout << '[" << setw(2) << level << "] Center
<< cls->first.back() << endl;
updated = true;

if (updated)
for (CLS cls = clusters.begin(); cls != clusters.end(); ++cls)
cls->second.clear();

cout << '"[" << setw(2) << level << "] Updating centers OK!" << endl;
return updated;

/] FRAGLRE
double KMeans: :impurity(const pair<vector<double>,
list<vector<double>*> >& cluster) const {
/7] FHIRN
map<double, double> sizes;
for (CSAM sam = cluster.second.begin();
sam != cluster.second.end(); ++sam)
++sizes[(**sam).back()];

if (sizes.empty())
return 0;

[/ BFEAREOR = AR AL

double total = @, maximum = sizes.begin()->second;

typedef map<double, double>::const_iterator CSIZ;

for (CSIZ siz = sizes.begin(); siz != sizes.end(); ++siz) {
total += siz->second;



if (maximum < siz->second)
maximum = siz->second;

return (total - maximum) / maximum;

// Dk
pair<double, double> KMeans::test(size t index,
const vector<double>& sample) const {
/] TFHREIT RS
CCLS nearest = clusters.begin();
double minimum = euclid(sample, nearest->first);
for (CCLS cls = clusters.begin(); cls != clusters.end(); ++cls)
if (! cls->second.empty() &&
minimum > euclid(sample, cls->first))
nearest = cls;

VAR —Slid £y Eit
CMOD mod = models.find(nearest->first.back());
if (mod != models.end())

return mod->second.test(index, sample);

YVAE S IPNGN

map<double, double> sizes;

for (CSAM sam = nearest->second.begin();
sam != nearest->second.end(); ++sam)
++sizes[(**sam).back()];

/] FEF
typedef map<double, double>::const_iterator CSIZ;
CSIZ main = sizes.begin();
for (CSIZ siz = sizes.begin(); siz != sizes.end(); ++siz)
if (main->second < siz->second)
main = siz;

double rlabel
double plabel

sample.back();
main->first;

cout << '[" << setw(2) << level << "] Sample " <<
index + 1 << ": " << rlabel <« -> " << plabel << endl;
return make_pair(rlabel, plabel);

// BRI ZREE
int KMeans::readTraining(const char* filename) {
cout << '"[' << setw(2) << level << "] Reading training ..." << endl;

[/ AT INGREE A

ifstream ifs(filename);

if (! ifs) {
cerr << "Unable to open the file: " << filename << endl;
return -1;



/[ BEEUIGREE AT
double sample[features+1];
while (ifs.read ((char*)sample, sizeof(sample))) {
training.push_back(vector<double>(sample,
sample + sizeof(sample) / sizeof(sample[0])));
samples.push_back(&training.back());

/] TaiEEEE AR S A

if (! ifs.eof ()) {
cerr << "Unable to read the file:
ifs.close();
return -1;

<< filename << endl;

/] RANGRESAE
ifs.close();

cout << '["' << setw(2) << level << "] Reading training OK!" << endl;
return 0;

/7 Ik
void KMeans::train(void) {
cout << '[" << setw(2) << level << "] Training ..

<< endl;

/] W IR O
initCenters();

for (size t i=0; 1< MAXIT; ++1) {
BX 2K
ZRIL SCIJ

cluster‘()J

/] BEHFERHL
if (! updateCenters())
break;

/] KRERANRERREALLE
for (CCLS cls = clusters.begin(); cls != clusters.end(); ++cls) {
double ci = impurity(*cls);
cout << '[" << setw(2) << level << "] Impurity " <<
cls->first.back() << ": " << ci << endl;

/] BEAAE
if (ci > MAXCI && level < MAXLV)
/] AET R R R
models[cls->first.back()] = KMeans(level + 1, cls->second);

cout << '[' << setw(2) << level << "] Training OK!" << endl;

// BEECI A
int KMeans::readTesting(const char* filename,



list<vector<double> >& testing) const {
cout << '[' << setw(2) << level << "] Reading testing ...

<< endl;

/7 FTIFIAEE ST

ifstream ifs(filename);

if (! ifs) {
cerr << "Unable to open the file:
return -1;

<< filename << endl;

// BEECIR A S A
double sample[features+1];
while (ifs.read ((char*)sample, sizeof(sample)))
testing.push_back(vector<double>(sample,
sample + sizeof(sample) / sizeof(sample[©@])));

// e B A S A

if (! ifs.eof ()) {
cerr << "Unable to read the file:
ifs.close();
return -1;

<< filename << endl;

// RIS
ifs.close();

cout << '[' << setw(2) << level << "] Reading testing OK!" << endl;
return 0;

// MHK
void KMeans::test(const list<vector<double> >& testing,
vector<pair<double, double> >& labels) const {

cout << '[' << setw(2) << level << "] Testing ...

<< endl;

/1 FENLIC EHF
set<size_t> indices = random(@, testing.size(),
testing.size() * COVER);

// 3 FIARREA
size t index = 0;
typedef list<vector<double> >::const_iterator CTST;
for (CTST tst = testing.begin(); tst != testing.end();
++tst, ++index)
if (indices.find(index) != indices.end())
labels.push back(test(index, *tst));

cout << '"[" << setw(2) << level << "] Testing OK!" << endl;

7. MitKMeans3



// kmeans_test.cpp
// MixKMeans

#include <stdlib.h>
#include <iostream>
#include <iomanip>

using namespace std;

#include "kmeans.h"

#define TRAINING_FILE "../data/training.dat"
#define TESTING_FILE "../data/testing.dat"

int main(int argc, char* argv[]) {
// K-Means#txZ
KMeans model(20);

// s
if (model.train(TRAINING_FILE) == -1)
return EXIT_FAILURE;

BOUIE €& “ecccccocosoccoososcoossscooososcos " << endl;

// FTHI
cout << model;

BOUE €& “eccsccossscccoossscooosssoossossos " << endl;
// M

vector<pair<double, double> > labels;

if (model.test(TESTING_FILE, labels) == -1)

return EXIT_FAILURE;

COUE << Memmmmmmmmmmeeeeeoeeme oo " << endl;

/] REFERE

vector<vector<size t> > cm = KMeans::confusionMatrix(labels);

typedef vector<vector<size t> >::const_iterator CCMR;
typedef vector<size t>::const_iterator CCMC;

for (CCMR row = cm.begin(); row != cm.end(); ++row) {
for (CCMC col = row->begin(); col != row->end(); ++col)
cout << setw(6) << *col << ' ';
cout << endl;
}
COUt << M-mmmmmmm e " << endl;

/] R
cout << " Precision Recall F1-Score" << endl;
BOUE ¢ "ocooocooososcoosossoonsosnonsossos << endl;

vector<vector<double> > cr = KMeans::classificationReport(cm);

typedef vector<vector<double> >::const_iterator CCRR;
typedef vector<double>::const_iterator CCRC;
for (CCRR row = cr.begin(); row != cr.end(); ++row) {



for (CCRC col = row->begin(); col != row->end(); ++col)

cout << fixed << setprecision(6) << setw(10) << *col << " ";
cout << endl;
if (row == cr.end() - 2)

COUL << Mmmmmmm e e " << endl;

}

return EXIT_SUCCESS;

8. MiitKMeansZ A2 IA

PROJ = kmeans_test

0B3JS = kmeans_test.o kmeans.o
CXX = g++

LINK = g++

RM = rm -rf

CFLAGS = -c -g -Wall -I.

$(PROJ): $(0BIS)
$(LINK) $* -0 $@

.Cpp.oO:
$(CXX) $(CFLAGS) $~

clean:
$(RM) $(PROJ) $(OB1IS)

10.3 i BiRS

10.3.1 RRAHENMSACMRE EFERIRZIN
BRI R — N R T MR S RIS )

o BREAMEIS , ERERERAIREITRRA—IERE | [RENEENEREAERME
o BRESAHEIR , EIRERINERRINENIIE | IEIIARIRIEERRIRERE
o EERGEINRIALEINE I TEY SRUERIINEIEIERE
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10.3.2 FEHEAANRENIR
1. Snort



SnortEx B A LUE#ZE1998FEMartin Roeschf®SR—FIFHRANFGNITE, 125 A1k, SnortE& %k
BA—NEBES |, sERHSCIREDTFICEMNEEIEENINEISNSIHHERS.

SnortEBE=f T{F&EL\ :

o NRERES AN ERYEHES , LIESEIRRIF R ERELin L
o ICRET : AN ERYEEES , DASESIA SRR IS RER AR
o NEIEN : RIETESIROMN | Milkas EREIRE | JIFFERNIE R THRMATENE

B@d N T e S aILABEISnortiI N B T/EEL
$ snort -d -h 192.168.1.0/24 -1 ./log -c snort.conf

Hep |, snort.conf/afEIAMINIAYECES 4. Snort2 G EREIIEIEE SECE X4 FRIBFAINIZE—T
B, —BERIESEFMNIE , B TIZRNFHEARERE . RIS ERNAIEIRRIAS A
AR FE-IETHEERIB R,

SnortHINIEIER MBEESSD

AL« PoBCsfd |, aiznde. Y. IRAIBRGMELL. TRFERGROS
o MINNELN : HUTIR(F , e ERE. K&, KE. EFF

fian -
alert tcp any any -> 192.168.1.0/24 111 (content: "|00 01 86 a5|"; msg: "mountd access")
\ / \ /
Rule Header Rule Options

AMNLFAT LIRSS, EfIRBESHIXR , MEENAPHSZANNRZERIXE.
2. PSAD

I B TRMEE(The Port Scan Attack Detector, PSAD @3 X IBAXEEHEHINHT , #NEiEix0
. EERSKEFERNNSMARERE | FHEBahblED RN , SSIE ST ERIFLTH.

PSADEILAFISnontZ i S |, @i SnorttIEAP/a g, EERSITE  LIREHKin i #HaFaR
W1T79. PSADREFEHINH SnortfiNER F AR SFILEIT I,

PSADEERZEIIXITCP SYNEUREH ST , IRBURRin I FEANTE VTS,

PSADIMEMHEIERIHEO. AP aiEPSADRIEAIEHES NiEdAfterGlowaGnuPlotdFEIFH |, &
HZMER , A—PIRERESTNEEREL.
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